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Computer security articles turn 200 (2019)

https://home.cern/news/news/computing/computer-security-articles-turn-200

Recently, we celebrated the 200th Bulletin article focusing on various topics relating to
computer security. Two hundred hopefully informative articles about the current
situation of cyber-security at CERN. About best practices, guidelines and useful tools.
About threat scenarios and current attack vectors. About new or established means of
mitigation. About the workings of the Computer Security team. About policies and Do’s
and Don’ts. Two hundred articles trying to raise your awareness and trying to help you
to improve your approach to computer security— the security of your laptops,
smartphones, tablets, e-mail accounts, passwords, software and systems — at CERN
and at home.

While some articles were published a long time ago — the first ones were released in
2008 — they have never lost their relevance. Sometimes it is useful to crawl into the
past and dig out information from them and often these articles also provide guidelines
for us when producing advisories for users. So for this 200th anniversary, we have
produced a compilation of all the articles published so far. This compilation covers a
plethora of topics, sorted into the notorious themes of “Computer Security”, i.e. the
literal cyber-security of computers, “Mobile and Cloud Security”, “Network and Data
Centre Security”, “Account and Password Security”, “Control Systems and IoT” — the
Internet of Things —, “Secure Software Development”, “Data Protection and Privacy”,
“Copyrights”, “Rules and Policies” and more. Giving a deeper insight into the computer
security landscape, these articles are complementary to our Monthly Reports, which
usually depict the operational side of what is currently happening at CERN.

You can download the compilation here. Please feel free to share it with your
colleagues, family and friends!
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Still on Windows 7? Say “bye bye” to your digital life
(2020)

https://home.cern/news/news/computing/computer-security-still-windows-7-say-bye-
bye-your-digital-life

We recently received a request from a concerned citizen as to whether it is OK to
continue using his Windows 7 PC to remotely connect into CERN. And he was right to
be concerned: running Windows 7 is about as secure as running naked through the
quarantine ward and hoping not to contract an infection. Would you dare?

Support for Windows 7 ended in January 2020. Apart from for some customers who
are paying an extra fee, Microsoft has stopped providing any assistance and security
fixes for that version of their operating system. Auto-updates are idle and do not
improve the security anymore. Unless you have put additional measures in place, like
having it fully disconnected from receiving e-mails or browsing the Internet, or by
channeling all traffic through a tightly controlled gateway, your PC is vulnerable.
Unprotected. Unsecure. Ready to be infected. In fact, it's probably already infected.

And with the infection of your PC, your digital life is also most likely infected.
Compromised. Gone. The successful attacker, once he or she has infected your
Windows 7 system, has free reign on your computer. He or she can read, copy and
extract all your documents, expose your private photos and videos (unless you pay a
ransom; “Malware, ransomware, doxware and the like”), encrypt all your data (unless,
again, you pay a ransom; ““WannaCry”? The importance of being patched!”), enable
your embedded camera and/or microphone to spy on you, send malicious e-mails on
your behalf, or just steal your Facebook/Twitter/Instagram/Amazon/online
banking/CERN password to abuse your digital identity on those sites. Posting
embarrassing messages. Buying goods with your credit card. Redirecting your money.
Threatening the integrity and operation of CERN (“Blackmailing Enterprises: You are
Patient Zero”).

So, itis of the utmost importance for you and your digital life that your operating system
is up-to-date. Windows 7 is dead and should be kept dead. R.I.P. Instead, upgrade to
a version that is actively supported by the software vendor. Windows 10 would do.
Several Linux distributions are excellent alternatives. In any case, keep your computer
up-to-date, enable automatic patching, and install and run decent anti-virus software
for additional protection. Furthermore, and more generally, be careful when browsing
the web or answering e-mails. STOP — THINK — DON'T CLICK in the event of any
doubt. Just like washing your hands regularly, these few simple recommendations will
nicely reduce your computer’s risk of infections. Easy, no?
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Tele-protect (2020)

https://home.cern/news/news/computing/computer-security-tele-protect

The coronavirus has brought normal life at CERN to a well-justified halt, but it also has
the potential to shut down CERN’s digital operations. The only infection vectors a
“digital” coronavirus would need is human gossip (creating “FUD” — fear, uncertainty
and doubt), fast-clicking users, unpatched computers... and teleworking! And an
adversary to give it a try.

In fact, as we outlined in our previous Bulletin article on ransomware (“Blackmailing
Enterprises: You are Patient Zero”, with more details on this in the next Bulletin issue),
attackers are on the prowl to maliciously infiltrate companies and enterprises, but also
universities and academic institutes. Just recently, a Czech hospital was hit in the midst
of handling COVID-19 patients. While there are no details of this incident yet, here is
a roadmap for how CERN could end up in the emergency ward:

Step 1 — F-U-D: Fake messages on the subject of COVID-19 trouble not only our
minds, but malicious e-mails, WhatsApp messages or the like on the subject could also
threaten the security of your computer. Lots of the embedded links being shared point
to allegedly new research results, infection statistics, help pages and advisories, or
gossip on how you can best protect yourself. Not all of them are benign: some
intentionally target your computer. So coronavirus is a vehicle for infecting your
computer too. And given all the fear, uncertainty and doubt around this subject, human
curiosity acts quickly... click!

Step 2 — An unpatched computer: One click on a malicious link is sufficient to infect
your computer. And this is almost guaranteed to happen if your computer is running
an outdated operating system like Windows 7 (or earlier!) or an unpatched version of
Windows, Linux or MacOS. Less likely, but still possible, your computer might be fully
up-to-date but your operating system still exposed to a yet-to-be-published
vulnerability. Once your computer is compromised, the adversary has access to all its
features: keyboard, hard disk, microphone, camera... infect!

Step 3 —Teleworking: The (hopefully short) era of socio-physical distancing to reduce
the spread of the coronavirus requires more teleworking than ever before. Teleworking
involves using your CERN or home computer to remotely connect to CERN. This
means that, at one moment or another, you will have to type your CERN password.
And with a compromised computer, the attacker can watch every step you take: which
program you execute, which data you manipulate, which system you manage, which
maintenance work you perform, which password you type. Enough information to
impersonate you. Abuse your computer program. Steal your data. Compromise your
system. Sabotage your maintenance work. Steal your passwords... game over!
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This is how organisations have been brought to a halt in the past. And this is how
coronavirus could bring organisations into the emergency ward too. You are just

patient zero.
So, what can you do to protect yourself, your computer and CERN?

Step 1 - STOP — THINK — DON'T CLICK: Just try to restrain your curiosity and do not
fall prey to all the gossip circulating at the moment. Be cautious, and don’t click on links
from dubious or not-so-dubious sources. This includes web pages offering “newest
statistics” on COVID-19, forwarded malicious WhatsApp messages, mails, etc.

Step 2 — Patch: Keep your computer up-to-date. CERN-managed PCs already should
be. For your own devices, enable automatic patching if this is not your default. If your
operating system or applications are outdated and not supported anymore, stop using
them and upgrade to a version that is actively supported by the software vendor. Be
ready to scrap it any time.

Step 3 — Connect securely: There are several official and secure methods to allow
you to work remotely, to connect remotely and to tunnel remotely into CERN. Please
do not use any other means! In particular, do not abuse any firewall opening assigned
to your dedicated service and do not create web proxies for tunneling through. If this
puts the Organization at risk, it will be considered as professional misconduct. Finally,
in order to better protect your password, the IT department is still aiming to roll out a
multi-factor authentication solution for especially exposed CERN staff and users.

For more good advice on how to telework securely, please check out this fact sheet
and join in the discussion with your CERN peers on the dedicated “~teleworking”
Mattermost channel. Thanks a lot for protecting CERN.

Good luck and the best of health to you, your family and friends!

What do apartments and computers have In
common? (2019)

https://home.cern/news/news/computing/computer-security-what-do-apartments-and-
computers-have-common

Assume that you have just bought an apartment. Ground floor with a small garden.
Top location. Near a lovely park. Tram stop not too far away. Quiet, but still in reach of
supermarkets and restaurants. Perfect, if it wasn’t for the daily and nightly flow of
people around your building. Most of them seem nice, but some of them look nasty or
even malicious.

So, you have properly equipped your entrance door with a modern lock and dimple
keys; protected it additionally with a crossbar and installed a reinforced frame with
multiple deadbolts. Your windows and terrace doors are also all reinforced and secured
by locks so that nobody from the outside can easily open them, even if they are tilted.
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Automatic blinds roll down during the night for further protection. Inside your apartment,
all your really important belongings are locked away in a small safe attached to the
wall in your wardrobe: jewellery, watches, passports, banking codes and some
important family documents. And you consulted a local security company who installed
some motion sensors and external cameras to monitor abnormal activities when you
are not at home. Of course, all that costs money and time to implement, but you feel
secure now, properly protected and safe, since, at home, you are the number one
person responsible for security. Your household insurance and the local police might
help you and provide some valuable advice, but it is up to you to protect yourself and
your family.

Enter your laptop. Smartphone. Tablet. PC. eBook Reader. Smart TV. Livebox. Stereo.
Playstation. Wii. Internet-connected thingy. Just as within the privacy of your four walls
and the valuables you have at home, such digital devices contain lots of information
about your private life and that of your family. With some devices, you are even living
in tight symbiosis. But have you consciously thought of protecting your devices as
thoroughly as your apartment? Deploying all the necessary dedication, money and
time?

For the protection of your digital assets, photos, films, documents, banking access,
social media, etc., make sure that you apply cyber-security best practices: have all
your connected devices configured so that they update themselves regularly. Note that
the less “computer-like” your device is, the harder that will be to do (and you might
decide to accept the risk of not patching such devices or just not put them online).
Make sure that the entry point in your home network (usually your wireless access
point, a “Livebox” or similar) is kept up-to-date and configured in a manner that any
connection initiated from the outside is blocked. In fact, that should be the default
setting. Only deliberately open incoming connections if you have a good understanding
of what you are doing. Educate your family. Tell your kids and partner to watch out
when browsing the web. Not everything is what it seems, and one wrong click can
compromise your home network and all your digital assets. Once more, you are the
number one person responsible for the security of your home devices. It is in your
personal interest to keep them secured. The Microsofts, Apples, Googles and
Swisscoms of this world might help you with that, but still it is up to you to protect you
and your family.

But what about at CERN? Internet-wise, CERN is also in a dubious neighbourhood.
Computer attacks against the Organization are happening all the time. Phishing.
Ransomware. CEO-fraud. Brute-forcing. Defacements. Abuse. Attackers try hard to
succeed. CERN'’s reputation and its flawless operation of accelerators, experiments
and computing services is at risk.

So it is in all of our interests to protect the Organization. Just like at home, at CERN
you are the person primarily responsible for the cyber-security of your digital assets. It
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is you in the first instance who is supposed to apply the same cyber-security measures
you deploy at home to all the devices registered to you at CERN. Your laptop.
Smartphone. Tablet. PC. Server. Virtual machine. Container. Website. Database.
Control system. Software. Computing account. Keep them up-to-date. Tightly control
any remote, virtual or physical access to them. Have monitoring capabilities in place.
Provide additional protective measures if the device is just weak and not really secure.
The CERN Computer Security Team can help you with that. Training. Auditing.
Consulting. We also provide additional monitoring, detection and protective means.
And in the event of damage, we do incident response and close-out. Whatever cyber-
security issue you have, just drop us a line: Computer.Security@cern.ch. We are here
to make your professional life more cyber-secure.

When your mike spies on you (2019)
https://home.cern/news/news/computing/computer-security-when-your-mike-spies-
you

We have reported on sophisticated attacks via smartphones in the past (see
https://cds.cern.ch/journal/CERNBulletin/2014/32/News%20Articles/16969167?In=en).
Here are two new twists — probably still theoretical, but both pointing towards new ways
to spy on you by misusing your microphone...

The attack vector in both cases is the same: a local microphone to which the attacker
has access. The passive attack is aimed at your desktop computer and just uses your
smartphone’s microphone (or any other connected microphone to which an attacker
has access). Using a Skype call, Google Hangouts, or any other streaming audio chat
(even via a Google Home or Amazon Echo device), the attacker listens to the sound
of your screen’s power supply. The way the screen renders the display, “sending
signals to each pixel of each line with varying intensity levels for each sub-pixel”
creates fluctuations in the power consumption, and hence in the “hum” of the power
supply. Intercepted by the microphone, sophisticated machine learning techniques are
subsequently employed to deduce from the hum what is being displayed on the
screen... The first results show that researchers managed to determine which website
out of the Alexa top-10 websites was displayed on the test screen with a 97% accuracy.
On-screen keyboard strokes could be identified with an accuracy of 96% and 40%
depending on the test set-up. Extended to full words, this can exceed 99% and 70%
accuracy. And their results to capture paragraphs with more than 100 words displayed
on screen look disturbingly accurate too.

The active attack is aimed at smartphones and uses both the local microphone and
the local loudspeaker. Paired together, using the loudspeaker to emit acoustic signals
inaudible to humans and recording them again with the microphone, they create a
small basic sonar system: “The echo signal can be used to profile user interaction with
the device”, i.e. the way your finger swipes over and interacts with the screen.
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Interestingly, they've shown how this sonar can be employed to help identify the swipe
pattern used to unlock an Android phone — reducing the number of trials to be
performed by the attacker by 70%. And that is only their proof-of-concept...

Admittedly, both attacks are still rudimentary and theoretical, but with more computing
power at hand, better machine learning algorithms and more research, both also show
what the sophisticated attackers, snoops and spies of this world might add to their
exploitation arsenal in the future... By the way, if you are using an Android smartphone
and swipe through the 3x3 pattern to unlock it, check out this paper listing the 20 most
used swipe patterns. Using one of these is like using one of the top-10 most used
passwords. If yours is listed, maybe it's time to move to another, more secure pattern?

The rancid USB box of chocolate (2018)

https://home.cern/news/news/computing/computer-security-rancid-usb-box-chocolate

How convenient were USB sticks in the past...? And how convenient they still are today
despite the fact that with CERN’s free and versatiie CERNbox service or the
commercial “Dropbox” solution there are simpler methods for sharing files and
documents between devices. And even more secure and compliant ones!

The basic problem with USB sticks is that they are a black box, a box of chocolates:
“You never know what you're gonna get” (Forrest Gump, 1994). And, indeed, how can
you know if your USB stick, the one you are about to plug into your computer right now,
holds any infected files, viruses, illegal software or software subject to copyright or
particular licence conditions. You can't, even if the USB stick is brand new. We have
had cases at CERN where USB sticks came already infected from the factory — USB
sticks in sealed plastic packaging... The risk for your computer and CERN is non-
negligible: depending on the type of infection/virus and how up-to-date your operating
system is, your computer might get infected right away. This is a particular risk for
devices which cannot be kept up-to-date all times, like some control systems used for
running our accelerators, infrastructure or experiments!

Worse, our automatic detection tools regularly detect pirated software or copyrighted
material arriving via personal USB sticks used previously at home. Of course, what
you do at home is your private business and only subject to your local national laws,
but once the USB stick is connected at CERN, the use of pirated software or
copyrighted material can have significant consequences for the Organization (see our
Bulletin articles on the subject: “Do you have 30KCHF pocket money?”and “Music
videos and the risk for CERN".

So, help us to protect your devices, CERN'’s reputation and the operation of CERN’s
accelerators, infrastructure and experiments! Please do not bring your USB sticks from
home to CERN (and if you need to, please format them beforehand). Take additional
care when plugging in USB sticks from third parties. It is better just to refrain from using
USB sticks unless you have a good idea of what is stored on them — in particular for
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USB sticks found “on the road” (e.g. USB sticks lost by someone, dropped on the floor,
handed to you by some stranger). Instead use CERNbox as an alternative. It has
sufficient space for big files, synchronises with your CERN home folders, is remotely
accessible (even from mobile devices) and provides anonymous access for sharing
material with third parties. And please apply the utmost care when using USB sticks to
transfer data to production control systems hosted on the Technical Network (TN) or
any experiment networks (EN). The corresponding policy, the CNIC Security Policy for
Controls (section 6.2.1), stipulates that the “usage of USB sticks being connected to
devices on the TN/EN must be avoided by any means and alternative methods for file
transfer [...] must be used whenever possible. Failure to adhere to this rule will be
considered as professional fault putting a risk to the TN/EN.” And, finally, it goes
without a saying that always keeping your operating systems up-to-date and using
decent anti-virus software (you can get it for free from CERN: will definitely provide you
additional protection.

Linux: Windows revisited (2018)

https://home.cern/news/news/computing/computer-security-linux-windows-revisited

Linux and MacOS folks: do as the Windows people do. Be diligent when receiving
unsolicited e-mails with weird attachments.

In the past, “infections” were usually only a matter for PCs and laptops running
Microsoft’'s Windows operating systems. Windows users should (and, at CERN, must!)
apply due diligence to protect their system by, for example, safe browsing and avoiding
opening attachments from dubious sources (“Stop — Think — Don't click”). Users of
Linux or MacOS operating systems were thought to be less prone to such kinds of
infections... but that is plain wrong.

Computer viruses usually exploit weaknesses and vulnerabilities in the underlying
operating system. As the erstwhile market leader, Windows was the number one
choice for cyber-attackers due to its large market share. The success rate in infecting
Windows PCs was very high. But this has changed in two ways. First of all, MacOS
has become very popular too, and cyber-attackers now also target devices running
MacOS and iOS — as well as Android tablets and smartphones. Secondly, attackers
are focusing less and less on the weaknesses of the operating system, but are
increasingly looking into the vulnerabilities of software applications. The best outcome
for hackers is if these applications work on all three major operating systems
(Windows, MacOS, Linux), like Adobe Reader or Mozilla Firefox. With one good
vulnerability, you can exploit them all... An excellent example is the recent publication
of a vulnerability in the beloved “Ghostscript” application (and subsequently in
“ImageMagick” and “GraphicsMagick”): with one malicious PDF, XPS, PS or EPS
document and one single unsuspecting click by the innocent user, your Linux computer
is a goner. The operating system infiltrated. All files exposed. Any communication
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tapped. This sort of thing from our Bulletin article on “Protect your Family”. Game over,
Linux.

So, Linux and MacOS folks: do as the Windows people do. Be diligent when receiving
unsolicited e-mails with weird attachments (see our Bulletin article on “A free click for
your awareness”). Stop and think before clicking on weird-looking web links or URLs
stemming from unknown or untrustworthy sources (“Curiosity clicks the link”). And
always keep your operating system and all applications up-to-date. “Yum autoupdate”
is your best friend.

Protect your Family (2018)

https://home.cern/news/news/computing/computer-security-protect-your-family

How many devices do you have at home? Plenty, no? Our physical life today is deeply
entangled with our digital one. Best example: ask yourself where your smart phone is.
Do you recall the nervousness and unquietness when you do not find it immediately?
Digital devices, i.e. laptops, tablets and smart phones, have become fundamental part
of our life. We communicate with our friends and family, we take and store pictures and
videos, we do Internet banking and shopping. Have you ever thought about the
consequences if one or more of those devices are getting lost? Or stolen? Or
compromised?

Our digital life today is centred on the laptops, tablets and smart phones we own. But
have you ever thought about the consequences when those devices are getting stolen
or compromised? Depending on the protective measures you have put in place, an
attacker might be able to extract all data from your device. All personal documents.
Bank statements. Confidential letters. Your private photos. Your family videos. Your
music and videos. The attacker might use this material to blackmail you and exfiltrate
money (see our Bulletin articles on “Old Scam in New Disquise”, ““WannaCry”? The
importance of being patched” and “Ransomware - when it is too late...”). If your device
is compromised and remotely accessed by the attacker, your private life becomes
public. The attacker can follow online any activity you do on your device: registering
every keystroke you do and waiting for you typing a password; taking films or
screenshots of your digital desktop, of all open windows, of your browser sessions and
monitoring how you do Internet banking; enabling your web camera and your
microphone for watching and listening to you while you believe to be safe in your
intimate environment “home”. All this gives an attacker ways for more crime. Going for
the web services you have accessed, tweeting or posting in your name, buying on your
costs, stealing money from your bank account, blackmailing you once more with the
material recorded from your webcam and microphone...

Hence, protect yourself and your family! Protect your private life! And once you have
done, protect your professional life and your CERN devices, too!
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1. Make sure that all your computers, laptops, smartphones and tablets are up to
date. Have your operating system’s update mechanism enabled and ensure that
it is automatically applying any new security patches. If possible, run some
decent antivirus software on it, and remember that CERN'’s antivirus software
for Windows computers and Macs is free to you, even for home use (see here)

2. Do not click on links or attachments sent to you in unsolicited e-mails (recall
“Curiosity clicks the link"?). Rather, check the context first: Is the e-mail
addressed to you? Is it relevant to you? Does it look legitimate? If in doubt,
contact us at Computer.Security@cern.ch. The same is true of browsing web
pages. Watch your click. If in doubt, better to Stop — Think — Don’t click! Again,
if in doubt, contact us;

3. Finally, back up your important data. CERN data should be backed up on AFS,
DFS or EOS - services that are designed not to lose data. At home, back up to
an external hard disk (but don’t keep it permanently connected!) or buy a
network-attached storage (NAS) device. If you are blackmailed, it's unfortunate,
but do not pay any ransom.

...and check out our good practices (see here).

An old scam in a new disguise (2018)

https://home.cern/news/news/computing/computer-security-old-scam-new-disguise

Money has always been a catalyst for greed and malice. Blackmail is one way to extort
money from the innocent and has existed since ancient times. In the digital world,
blackmail is not unknown and there are many ways to go about it. We have discussed
some of them in previous Bulletin articles (“Malware, ransomware, doxware and the
like”;). Recently, there has been a clever new twist on an old e-mail scam that might
make the con far more believable.

A message received at CERN or elsewhere claims that your computer has been
compromised and the attacker has full access to your device. This is not beyond the
realms of possibility as computers always have some vulnerabilities that haven't been
fixed yet (by you or the developer of the operating system). And “full access” really
implies full access: to the documents stored on that device like photos, videos, bank
statements; to the buffer of its keyboard so that every keystroke — including any
passwords being typed — can be logged and stolen; to its screen and whatever is
displayed on it snapshotted by the attacker; and to the attached microphone and web
camera. In the last case, this allows the attacker to spy on any activity committed in
the vicinity of that computer (see also our Bulletin article “Curiosity clicks the link”). And
the attacker can play dirty tricks with that power. By claiming to have a recording of the
webcam’s livestream while the computer was accessing webpages with pornographic
material, the attacker can threaten to release the video to all locally registered contacts
unless a Bitcoin ransom is paid... The new twist? The e-mail does not only include this
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threat but also now references a real password previously tied to the recipient’s e-mail
address, which makes the scam much more believable!!!

How come? Passwords are a necessary token for protecting your data in any web
service. CERN INDICO, CERN EDH, Facebook, Twitter, Amazon, etc. Hence, they are
usually stored in combination with an identifier (i.e. your e-mail address) for that web
service — but not always in a perfectly secure fashion. At CERN, we protect your
password in accordance with best practice, converting it into a non-recoverable string
(technically a “salted hash”), but some other sites might store your password in clear
text. If those websites are infiltrated, all clear text passwords are exposed and the
access protection for any other data is completely lost. From that moment, all data can
be considered to be involuntarily public. This is happening more often than you might
think (https://haveibeenpwned.com/). Whenever the CERN Computer Security Team
learns about newly exposed passwords linked to your CERN e-mail address or any
other address registered with CERN, we will let you know!

Thus, if you receive such a scam e-mail blackmailing you, please DON'T PANIC. And
for sure, do not pay any ransom money! The only thing you should do is to change the
password revealed in the e-mail — if you recognise where it was used. Consider
terminating that specific account. To be more proactive, recall these simple principles
to keep your digital life secure: keep all your devices always up-to-date by using the
operating system’s auto-update feature (“*WannaCry”? The importance of being
patched”); choose complex and/or long passwords and keep them to yourself (“CERN
Secure Password Competition...”); have different passwords for different sites and
different purposes; and do not click on links in e-mails or on webpages whose origin
you don’t trust or which look dodgy (“A free click for your awareness”)!

Stepping up in user education (2018)

https://home.cern/news/news/computing/computer-security-stepping-user-education

Over the years, we have tried and succeeded in using a number of different methods
to educate people on computer security problems and issues: posters, videos,
courses, presentations, monthly reports, and Bulletin articles. We would now like to
step up a level and introduce haptic feedback for unsecure user actions. Enter: the
“Digital Feedback Keyboard” (DFK).

Today, using a computer does not come without risks. Browsing to the wrong webpage,
opening a malicious attachment or downloading a bad plugin or software can quickly
infect your computer, destroy its inherent defences and render you, your work, your
data and subsequently CERN completely naked and unprotected (see for example
“Drive Bye” or “One click and boom”). An attacker “owning“ your computer in such a
way also owns your computing account as, usually, such attackers install malware on
your computer which will log any keystroke you make (including your account’s
password), enable your webcam and microphone to spy on you, search through your
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hard disk for juicy documents and, if there is nothing better, try to extort some money
from you (“Ransomware - when it is too late...").

It is generally very difficult to spot those risky actions. “Stop, think, do not click!” does
not always enter into our minds promptly. Hence, with these new DF keyboards, a user
will get direct feedback from unsecure actions through a series of small electrodes
integrated into the keys. These electrodes will distribute a short spike of a few volts for
potentially dangerous actions like opening an infected attachment, typing your CERN
password into a non-CERN-owned webpage or browsing to a malicious webpage.
Higher voltages can be expected when opening applications which directly violate
CERN’s Computing Rules or are illegal, such as software using pirated licenses (“Do
you have 30 KCHF pocket money?”) or violating copyright (“Protect CERN --- Respect
Copyrights™). After a while, such electric feedback will help you subconsciously to
practice “Stop, think, do not click!”. “It is basically like teaching cows not to touch the
fence by using electric wires,” says Chris Lloyd from the IT procurement team.

A first pilot phase will start on 1 April, with about 100 users randomly selected from
among all members of the personnel. As other CERN services have already expressed
their interest for their particular use cases (e.g. for eLearning, MERIT appraisals,
expensive purchasing), the pilot might quickly be expanded throughout CERN. The
CERN procurement team and IT department are currently investigating how to
efficiently roll out and distribute DF keyboards to every single user. If you prefer not to
join this pilot phase for now, just start to practice “Stop, think, do not click!” now. Please
beware of strange e-mails sent to you — learn how to identify malicious e-mails — and
do not click on random links just because you find them appealing. Better think first
and refrain from clicking.

Malware, ransomware, doxware and the like (2018)
https://home.cern/news/news/computing/computer-security-malware-ransomware-
doxware-and

Computer security was easy in the last century, when malicious infections usually just
involved people misusing a computer to spread or, in the worst cases, delete files. But
all that has changed. Today, your computer and smartphone are the centre of your life
and people with malicious intent are on the prowl, seeking to compromise them and
extort money from you!

The world has changed. Today’s attackers are no longer just a few script kiddies hiding
away in dark rooms, as Hollywood suggests. “WarGames” is long gone. Instead, they
have created illegal enterprises with Mafia-like structures, where management, attacks
on end users, computer exploitation, blackmailing and exfiltration of money are
separate activities, partially outsourced to “subcontractors” or just bought from third
parties:
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1 Certain despicable experts create malware that exploits as-yet-unknown
vulnerabilities in your favourite operating system or application;

1 Others provide lists of e-mail addresses and deliver that malware as an
attachment (e.g. as an infected PDF or Microsoft Office document).
Alternatively, they run e-mail campaigns asking the recipient to click on a
malicious link (see our Bulletin article “Protect Your Click”). The website behind
that link has already been compromised by other malicious parties, who have
managed to install the malware on it (e.g. as rogue advertisements);

1 The malware is just the vehicle. Top management decides what happens next:
“ransomware”, “doxware” or just creating chaos®. If it is about money, the
malicious parties provide the infrastructure required to extract it (“pay us $300
in Bitcoins”) and harvest the virtual money;

1 Finally, yet more groups convert the virtual money into real dollars — clean
dollars, which cannot be traced back...

Attacking the centre of your life has become a serious, but illegal, commercial
business. There is a lot of money to be earned and someone will always pay. Don't let
it be you!

1 Make sure that all your computers, laptops, smartphones and tablets are up to
date. Have your operating system’s update mechanism enabled and ensure
that it is automatically applying any new security patches. If possible, run some
decent antivirus software on it, and remember that CERN'’s antivirus software
for Windows computers and Macs is free to you, even for home use. That should
prevent some variants of the malware in step 1 above;

1 In order to thwart step 2, do not click on links or attachments sent to you in
unsolicited e-mails. Rather, check the context first: Is the e-mail addressed to
you? Is it relevant to you? Does it look legitimate? If in doubt, contact us
at Computer.Security@cern.ch. The same is true of browsing web pages.
Watch your click. If in doubt, better to Stop — Think — Don’t click! Again, if in
doubt, contact us;

1 Finally, back up your important data. CERN data should be backed up on AFS,
DFS or EOS - services that are designed not to lose data. At home, back up to
an external hard disk (but don’t keep it permanently connected!) or buy a
network-attached storage (NAS) device. If you are blackmailed, it's unfortunate,
but do not pay any ransom. This will prevent steps 3 and 4 from happening. The
likelihood of getting your data back is very small. If your computer is infected
with ransomware, you may be able to recover your files using the tools provided
on the following website: https://www.nomoreransom.org/en/index.html (which

L1f you are lost, have a look at this helpful article: http://www.zdnet.com/article/what-
is-malware-everything-you-need-to-know-about-viruses-trojans-and-malicious-
software
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also contains excellent advice on how to avoid becoming a victim of
ransomware).

It's your life. It's your computing device(s). Don't let them get you.

Another way of making money with ads (2018)

https://home.cern/news/news/computing/computer-security-another-way-making-
money-ads

One major source of revenue on the Internet is advertisements. One view, one hover
of your mouse, one click: everything is counted and converted into money paid by the
advertisers to the owners of the website where the ad is displayed. This is not bad per
se as it provides visitors with “free™ content while still maintaining a revenue stream
for the content providers. Interestingly, not only honest companies have embarked on
online advertising, but the evil side has also discovered advertisements to spread their
malware.

As outlined in a previous article (“Malware, Ransomware, Doxware and the like”),
attacking end-user computers is a multi-billion dollar business run by professional, but
illegal, enterprises. Many different attack vectors are employed, such as phishing e-
mails, malicious attachments, or targeted attacks against companies and their
employees. Or attackers even try to infiltrate major websites and hide malware within.
If an unfortunate user accesses that website, his or her vulnerable computer is
compromised and his or her private life is gone (see our article on “Drive-by”).

Alternatively, the malicious evil-doers just buy themselves into one of the big
advertisement network distributors (“ad networks”, see
https://en.wikipedia.org/wiki/Advertising network for examples) and hope that their
malicious advertisements (“malvertisements”) are properly distributed and shown on
major websites. Superficially, their malvertisements promote fake products or services.
Behind the scenes, however, the malvertisement tries to exploit vulnerabilities in your
web browser, its plugins, or in your operating system.

Although the ad distributors generally do a good job of blocking such malvertisements,
it's a cat and mouse game. Malvertisements might affect major legitimate and popular
websites: news outlets, public transport webpages, feeds in Facebook or Twitter, etc.
In such cases, our motto “Stop — Think — Don't click!” can’t be applied. Instead, it is of
the utmost importance that you keep your operating system and all applications, in
particular your web browser, up-to-date. Make sure that the respective update
mechanism is set to “automatic” so that your devices download and apply fixes as soon
as possible. If available, install and run antivirus software and remember that CERN'’s

1 The “free” has been put in inverted commas as, unfortunately , advertisements nowadays often come
with tracking algorithms that monitor your activity and try to gather more information about you and your
computer (e.g. your location, keyboard language, operating system type). If you don't like this, consider
using ad blockers or browser extensions for more privacy.
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antivirus software for Windows computers and Macs is free for you to also use at home.
Good luck!

Enter the next level: Doxware (2017)

https://home.cern/news/news/computing/computer-security-enter-next-level-doxware

Do you recall “WannaCry”, the nasty malware of early 2017 that tried to infect your
computer and encrypt all its contents? It was unfortunate for those whose device got
encrypted, as all data was lost unless you dared to pay the ransom requested by the
attackers. And even if you'd paid, it was not certain that you would get your data back
— that's why we usually do not suggest paying any ransom... Now attackers have
started increasing the pressure. In the past, infections blocked computers, stopping
them from working, spreading their infection, or making fun of their owners. Then,
networks of devices were misused to spam the world, attack web sites and web
services. Staying silent and monitoring owner activity came next: spying on your
banking activities, your passwords, etc. “Ransomware” like “WannaCry” holding your
data hostage was the last level (“Ransomware - when it is too late..."). And now comes
the next level: “Doxware”.

For many of us, our computer, and even more so our laptop, smartphone or tablet, are
the central digital focal points of our lives: we store our personal photos and videos on
them, as well as lots of private documents, and we use them as a central hub to access
our bank accounts, to communicate with our closest friends (on Facebook, Twitter), or
to consult our favourite health application to check out our wellbeing. Where is your
smartphone now? You recall that panic when you do not know where it is? With a
successful attack against our devices, lots is lost. “Ransomware” destroys our local
data, malware like “Dridex” extracts banking and transaction details to extort money,
other malware aims at harvesting the passwords for your social media accounts, etc.
Already bad, isn’t it? “Doxware” is taking this to the next level. The word stems from
“Doxing” (where “dox” is an abbreviation for “documents”), which is the Internet-based
practice of researching and broadcasting private or identifiable information (especially
personally identifiable information) about an individual or organisation. Like
“Ransomware”, “Doxware” will encrypt your hard disk and ask you to pay some ransom
money to get that data decrypted. But this time, a simple backup won't help as the
attackers will also threaten to expose all your personal and private data on the Internet
if you don’t pay... It's a difficult call to make, isn't it?

Thus, keeping your devices secure is once more essential for your privacy and the
protection of your (digital) belongings. Keeping your computer, smartphone and tablet
up-to-date is one of the central paradigms of computer security. Only if they are kept
updated can you be sure that at least the known vulnerabilities and weaknesses are
fixed and your device cannot be exploited:
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1 If you have a personal computer with your own Windows operating system,
check for “Windows Update” in the program listing on the Start button. Switch
to the recommended “automatic” update method!

1 On Linux distributions, make sure that you regularly run “yum update” or even
better, enable automatic updates. Don't forget to reboot your computer when a
new kernel is installed, in order to properly apply kernel patches!

1 For Apple Macs, use the software update mechanism, which is accessible under
the Apple menu.

1 ForiOS or Android devices, check out the system settings.

Running antivirus software on your Windows or Mac device is a great plus, giving you
additional protection and prevention capabilities. And such software comes for free for
CERN personnel. The CERN anti-virus software for Windows and Mac can also be
used at home... for free! If you can, get rid of Acrobat Reader, Flash and Java as these
applications are regularly exploited to break into computers. If you can’t, make sure
that these and any other applications are kept up-to-date. If you are in doubt (and are
running a Windows system), you can install and run this fine program from
Secunia which checks your computer for outdated software. Take care with your
password and only provide it to websites you fully trust. Never put your passwords in
e-mails, not even in reply to someone asking for it. And have separate passwords for
different web services. Finally, infection vectors are usually either malicious e-mails or
websites. Hence, STOP — THINK — DON'T CLICK when considering clicking on a link
or opening an attachment. Only proceed if you trust the origin of the attachment/link.
Here are some hints on how to identify malicious e-mails. Yes, it is very difficult. But it
is this weakness of human nature that attackers try to exploit first...

Why you got a new PDF reader (2017)

https://home.cern/news/news/computing/why-you-got-new-pdf-reader

Standard best practice in computer security involves always keeping all your devices
up-to-date so that malicious evil-doers cannot exploit known vulnerabilities and
weaknesses to their advantage. However, the problem is the word “known”. Not all
vulnerabilities and weaknesses are immediately reported and published. On one hand,
there is a generally accepted grace period for those that practice “responsible
disclosure™: software owners usually have about three months to fix reported
vulnerabilities before they are made public. Alongside publication, remediation
measures are also documented — and applied through the standard update
mechanisms. However, some people, organisations or companies prefer a different
approach. Instead of “responsible disclosure”, they collect weaknesses and
vulnerabilities to allow evil deeds, selling them to the highest bidder (often on the black
market), or using them for offensive action like espionage or other cyber-attacks...
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So let’s look at another standard best practice in computer security: reduction of the
attack surface. The fewer software packages that are installed on a device, the “better”
they are programmed, or the less “mainstream” they are on the market, the smaller the
attack surface. Software which does not exist or is not running on a device does not
pose any potential risk. Software of high quality that is well programmed, with best-
practice security principles in mind, is harder to exploit. And software that is not
“mainstream” might not be the main target for attackers as it is not prolific enough to
create revenue when abused.

Operating systems aside, for standard Windows PCs but also for Mac and Linux
computers, some of the applications with the most vulnerabilities reported in 2017 are
Microsoft Edge, Apple Safari, Adobe Acrobat and Acrobat Reader, and Oracle Java
JDK and JRE. While there are others, those listed have maximum domination of the IT
market and are installed on many different devices — most likely including yours. But
do you really need them? Or are there similar, less common products that have less
chance of being exploited?

For sure there are. And this is the main reason why CERN has chosen “PDF-Xchange”
for Windows PCs and “PDF Expert” for Mac systems as its new default readers for
PDFs. Together with other security measures (namely CERN'’s sophisticated SPAM
filtering engine), this new default reader will avoid computer infections coming via
malicious PDF documents aimed at exploiting the vulnerabilities of the market leader.
While we do not necessarily believe that the software has fewer vulnerabilities, the
chances of them being exploited is just much lower, as most malicious evil-doers will
concentrate on mainstream products — the list above — and abuse them for their deeds.

Do you want to do more? Review the software installed on your devices, in particular
if it is listed here. Remove applications which you do not need or rarely use in order to
reduce your personal attack surface. Think also about replacements. There are many
good (i.e. more secure) and sometimes free alternatives to your favourite browser or
PDF reader. And of course, for the rest: make sure that they are all up-to-date.
“Secunia” provides a good tool for you to check (if you want to install another
application to rule them all).

“WannaCry"? The importance of being patched
(2017)

https://home.cern/news/news/computing/comp-security-wannacry-importance-being-
patched

Mid-May has seen a big weekend for the cyber-threat landscape, as "WannaCry" (also
known as "WannaCrypt") came onto the scene with a bang and affected many
Microsoft Windows systems worldwide. Using an old exploit developed by the US
National Security Agency and published by the ShadowBroker hacker group,
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WannaCry tried to infect non-patched PCs. As Microsoft has already provided fixes to
this underlying vulnerability, this shows once more the importance of patching...

What if you haven't patched? WannaCry installs ransomware (“Ransomware - when it
is too late...”), i.e. software that encrypts a wide variety of files hosted on the computer,
including MS Office documents, photos, films, etc. — hence the alias “WannaCrypt”. It
also tries to identify external storage systems connected to the PC in order to encrypt
those files, too. Unless you have a recent unaffected back-up, the only way to recover
the files is to pay the ransom of 300 USD (see photo). Even if the ransom is paid, there
is no guarantee that the attackers will provide the decryption details...

Ooops, your files have been encrypted! v

What Happened to My Computer?
Your important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer accessible
because they have been encrypted. Maybe you are busy looking for a way to recover your
files, but do not waste your time, Nobody can recover your files without our decryption

N service

Payment will be raised on
Y S Can I Recover My Files?

5/15/2017 16:50:06 Sure. We guarantee that you can recover all your files safely and easly. But you have not so
enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>
: But if you want to decrypt all your files, you need to pay
You only have 3 days to submut the payment. After that the price wall be doubled
Also, if you don't pay in 7 days, you won't be able to recover your files forever
We will have free events for users who are so poor that they couldn't pay in 6 months
Your files will be lost on
How Do I Pay?
Payment is accepted i Bitcomn only. For more information, click <About bitcomn>
Please check the current price of Bitcomn and buy some bitcoms. For more mformation, click
<How to buy bitcoms>
And send the correct amount to the address specified n this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am GMT

) DO VPO JRyee - >0 re

5/19/2017 16:50:06

me Left

v
= [l Send $300 worth of bitcoin to this address:
bitcoin
P | 115p7UMMngoj1pMykpHijcRAFINXI6LrLN
et | CheckPayment [l Decypt |

How can we fight WannaCry? Like any other malware, the primary infection vector is
e-mail (also see our Bulletin article “One click and BOOM... (Reloaded)”). The motto
“Stop - think - don’t click” therefore applies once more. Fortunately, this time, the CERN
e-mail system and its anti-spam filtering identified and quarantined potentially
malicious incoming e-mails. More importantly, all centrally managed Windows PCs
were already patched against any exploitation of that kind. Microsoft made the
corresponding updates available in March 2017 (i.e. MS17-010). The early bird
catches the worm! So no harm was done to those computers. For non-centrally
managed PCs, patching should be done regularly; a little effort today could save you
tons of headaches in the future. Hence our recurring plea to you to keep your Windows,
Linux or Mac computers, and also your Android and iOS smartphones and tablets, up-
to-date using their auto-update features (see for example our Bulletin articles "Aqgility
for computers” and “Android is the new Windows”). Windows Update, Mac’s Software
Update and Linux’s YUM auto-update are an essential first line of defence of your
computer. Running decent antivirus software adds to this: the native Windows
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Defender (and probably all major antivirus software) was able to detect WannaCry from
the beginning. CERN’s anti-virus solution is available to you for free for download and
use on your home computers. In fact, the few infected computers this time were sub-
optimal private laptops owned by people temporarily visiting CERN. Too bad for them
if they didn’t have reasonable recent back-ups of their local files... In the end, as luck
would have it, it turned out that the creators of WannaCry had included a “kill switch”
inside their code. The kill switch tests successful connection to a certain domain name
on the Internet, and, if it exists, WannaCry will not execute. This kill switch was quickly
identified by a security researcher, who then ensured that the domain name existed.
Connections from inside the CERN network to that domain are redirected to a website
maintained by the CERN Computer Security Team thus preventing the devices from
being infected and giving us visibility into the affected systems.

Drive-bye (2016)

http://cds.cern.ch/journal/CERNBulletin/2016/24/News%20Articles/2159537?In=en

Like a lion waiting to ambush gazelles at a waterhole, malware can catch you by
surprise.

As some of you might have noticed, the Computer Security Team had to block the
news site “20min.ch” a while ago, as it was found to be distributing malware. This block
comes after similar incidents at other Swiss organizations. Our blocking is protective
in order to safeguard your computers, laptops, tablets and smartphones.

Unfortunately, this is not the first time we have seen these so-called drive-by/waterhole
attacks: once you have visited an affected website, embedded third-party malicious
code is downloaded to your computer and subsequently infects it (if running Windows
or Android as well as, less likely, Mac operating systems). Hence the name “drive-by”.
As “20min.ch” is a very frequented website among CERN staff members and users, it
makes it a perfect source for attacks against CERN (or other Geneva-based
organisations): instead of attacking those organisations directly, which might be difficult
as they are likely to be security aware, why not first target an external site with a lower
security level, but with high visibility? Like a lion waiting to ambush gazelles at a
waterhole, hence the name “waterhole attack”. In the past, other prominent websites
in the Geneva area were also susceptible to such attacks. “20min.ch” has already
shown up on our radar a few times in the past.

Protection is difficult as the hosted malware is usually based on “zero-day” exploits,
i.e. malware that is exploiting vulnerabilities not publicly known at that moment. We
usually recommend having your system completely up-to-date — using Windows
Update, Mac Update, Yum auto-update, or any other permanent update mechanism
for your preferred operating system and applications. We also recommend running an
antivirus solution: check here for CERN'’s free offerings. However, these won't help
with fighting zero-day exploits, as neither the patching nor the antivirus software could
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know about them. Still, don’t be negligent. If you want to be careful, browse the web
from a Linux PC (like LXPLUS) as they are currently less susceptible to that kind of
attack. Or just refrain from visiting this type of website. Remember? When in doubt
about the link/URL you are about to open: “Stop, think, don't click!”

Playing hardball? Unfortunately it's necessary...
(2016)

http://cds.cern.ch/journal/CERNBulletin/2016/13/News%20Articles/2140971?In=en

Time and time again, we see PCs and laptops being infected at CERN. While a local
anti-virus software solution should provide you with basic protection, no anti-virus
software will ever be able to detect all threats in a timely manner, nor will it be able to
clean up an infection completely. If the anti-virus software doesn't manage to
quarantine the infection immediately, reinstall your infected PC or laptop as soon as
possible and change all your passwords afterwards to be on the safe side!

There are a multitude of ways in which your PC can become infected: lack of vigilance
when browsing the web (remember: “Stop — Think — Don’t Click”) and consequently
arriving at a malicious website; installing software and plugins from dubious locations
with unknown side-effects; infected USB sticks making their way into your PC/laptop;
opening e-mail attachments with dodgy content... Once you have fallen into such a
trap, the infection will nest itself deeply in your Windows/Mac/Linux operating system.
It will try to remain silent. It will start to do its thing: stealing data, sniffing passwords,
capturing your network traffic, taking snapshots of your desktop, encrypting your hard
disk (and subsequently blackmailing you), attacking others, providing a platform for
hosting pornographic images or illegal content... and so on.

Anti-virus software is supposed to provide you with a first line of defence. By analysing
activity on your computer, it should be able to quarantine malicious actions before they
are executed. It should keep malicious behaviour at bay. But not all malicious actions
and behaviour are known before they hit: anti-virus software must be provided with up-
to-date signatures to spot them. This update process takes time; your computer might
be infected before the anti-virus software has a chance to step in. Therefore, we
continue to rely on your personal vigilance and common sense. Beware!

Once your computer is infected and the anti-virus cannot quarantine and contain the
infection, all is lost! This is the moment when the infection is deeply hidden and nested
in your operating system. Game over for your computer and your passwords. This is
also the moment when you should strongly consider reinstalling your computer from
scratch. If we detect your computer being infected via our detection mechanisms, we
will definitely ask for reinstallation and take your computer off the CERN network until
it's done. Also, we strongly recommend that you change all your locally stored
passwords and any password typed recently on that computer. The infection might
have sniffed it out. Similarly, credit cards whose numbers were entered on that
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computer should be closely monitored. Maybe the infection also took your credit card
information? Another good argument to be paranoid (if your money matters to you).
Thus, hardball in the event of an infection is — unfortunately — necessary...

Just one more point: the CERN anti-virus software is available for free for your Mac or
Windows computer if you work at or for CERN. If you want to top up your protection,
we recommend you buy “Malwarebytes” and/or “Spybot Search & Destroy”. Finally, we
have drafted a dedicated “Security Baseline for Hardening PCs and Laptops”, which
can also be applied to your private and home computers.

DNS to the rescue! (2016)

http://cds.cern.ch/journal/CERNBulletin/2016/26/News%20Articles/2162929?In=en

Why you should be grateful to the Domain Name System at CERN.

Incidents involving so-called “drive-by” infections and “ransomware” are on the rise.
Whilst an up-to-date and fully patched operating system is essential; whilst running
anti-virus software with current virus signature files is a must; whilst “stop --- think ---
don’t click” surely helps, we can still go one step further in better protecting your
computers: DNS to the rescue.

The DNS, short for Domain Name System, translates the web address you want to
visit (like “http://cern.ch”) to a machine-readable format (the IP address, here:
“188.184.9.234"). For years, we have automatically monitored the DNS translation
requests made by your favourite web browser (actually by your operating system, but
that doesn’'t matter here), and we have automatically informed you if your computer
tried to access a website known to host malicious content that could infect and
compromise your computer, your password, your data, and your life. In parallel, we
have used and will continue to use the DNS to block certain web addresses that are
known to be malicious and that are used for wrongdoing against the Organization.
Similarly, we also block some domains resembling the domain name “cern.ch” that -
on acloser look - are different, like “cem.ch” or “cern.cn” (did you spot the difference?)
in order to protect CERN against typo-squatting.

But the DNS can do more. Thanks to the IT networking team, the DNS infrastructure
has been reinforced: the new set-up is more resilient to denial-of-service (“DoS”)
attacks. It also has another benefit: the DNS firewall. Our internet service provider
“SWITCH” collects and provides lists of well-known and guaranteed malicious
domains. The new DNS set-up allows us to incorporate their DNS firewall configuration
such that all those domains are automatically blocked, too. Next time you hit on one of
our landing pages for phishing (i.e. webpages trying to harvest your password) or
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malware, you should be grateful. Your computer might just have been one click away
from getting infected®.

A few Christmas goodies for your security (2016)

https://home.cern/news/news/computing/computer-security-few-christmas-goodies-
your-security

Securing your laptop, PC and data is difficult? Not necessarily! You might not
have noticed, but the IT department put under the Christmas tree a wide range of tools
which likely improve the security of your data, laptop and PC. Let us present here a
few. It's for your protection.

1. Antivirus software. The CERN-chosen antivirus software comes for free
installation on your office computer/laptop as well as on your personal Windows
or Mac devices like those at home. Just get it installed. If you prefer “more”
central assistance, join CERN’'s Windows management framework (CMF) - or
the Mac Self-Service. Centrally managed Windows PCs come with centrally
managed antivirus software by default.

2. Full disk encryption. CERN provides centrally managed encryption solutions for
Windows PCs (Bitlocker) as well as Macs (Eilevault) and Linux CentOS (LUKS).
Advantage of those solutions is that they are completely transparent and you
don’'t need to hassle with back-up or recovery key storage. Just contact the
ServiceDesk to get your hard disk encrypted!

3. PC hardening. The Computer Security Team and the Windows Desktop support
team are currently working on guidelines on how to harden PCs to a maximum
(while keeping them still usable). A draft of such guidelines can be found here.
But beware, this is for the paranoid or for very dedicated use cases!

4. Secure file exchange. Instead of handing out confidential files to Dropbox and
alike, CERN is hosting “CERNbox”, a file synchronization service for Android
and iOS smart phones, tablets, PCs and laptops. While the data resides well
protected within CERN, it is available and sharable through-out the world.

Apart from those four, CERN's IT department provides you with a wider range of central
services so you don’t need to reinvent the wheel: Database-on-demand, Drupal, Java
or Sharepoint hosted websites, central storages and back-up solutions
(AES, DES, CASTOR, and Tivoli, to name a few). Please find a complete list of their
offerings here. In addition, a dedicated webpage presents a comparison between
commercial/off-site solutions and similar solutions provided in-house by the IT
department.

1Careful here! We can only protect your computers while they are connected to CERN's networks. From
home, the malware might succeed!
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Open door, open screen, open life... (2016)
https://home.cern/news/news/computing/computer-security-open-door-open-screen-
open-life

How entangled is our physical life today with the digital world? Personal mail and
documents, private social media postings, family photos and videos, your favourite
music and films... Getting a look at the hard disk of your computer might give similar
insights to a tour of your house or apartment. So, the basic question is: why would
anybody leave an office containing their laptop open and unlocked while nobody would
ever leave their house with the door unlocked?

A short walk through any arbitrary CERN office building during lunchtime allows
anyone to take an in-depth look into the private lives of our colleagues. Office doors
left open. Computer screens unlocked and glowing. Owners out for lunch. Bingo —
with a bit of malicious intent and some chutzpah, the curious can now sit down in your
living room and marvel at your life. And we are not talking about a few isolated
instances, there are plenty. Open days at home! Your full privacy sphere exposed.

Do yourself a favour: protect your privacy, protect your computer. Lock the screen
when leaving your laptop unattended — in your office, at a meeting — even if you just
walk away to fetch something from the printer, buy a coffee or answer a call of nature.
The screen-lock is just one keystroke away: “Windows-L” for Windows PCs, “CTRL-
ALT-L” on Linux systems (depending on vyour favourite Linux flavour),
“Control+Shift+Power” on Macbooks. Also, consider protecting your laptop with a chain
(a “Kensington™-lock) and locking your office with a key when you leave: it is not
unusual for laptops to disappear from offices... forever.

Flash, as bad as bad can be (2016)

https://home.cern/news/news/computing/computer-security-flash-bad-bad-can-be

Being flashed by a speed camera on the motorway is a nuisance but it's usually your
fault, you were speeding, and it looks like using Adobe Flash on your computer
nowadays can cause a similar blunder. This year, the Adobe Flash Player made it to
number 1 in the charts of ways your PC or laptop could be compromised.

Just recently, another vulnerability for Flash was reported, affecting all operating
systems: Windows, Mac, Linux and Chrome OS. One vulnerability to rule them all —
the main reason why Flash topped the charts at number 1. The first exploits abusing
this vulnerability have been already reported and it is now up to all of us to fix our
operating systems ASAP. As usual, owners of CERN centrally managed Windows PCs
don’'t need to worry. Their PCs will have this fix automatically deployed.

But more generally, why do we still stick with Flash? Its time has passed and it is being
superseded by the more fancy and modern HTML5. The IT department is therefore
actively eliminating any requirement for it in central services and considering dropping
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the installation of Flash from all of its centrally managed PCs. And since they are
already at it, Adobe’s Acrobat Reader, which is also a prominent member of the Top 10
vulnerabilities, might be phased out too. Of course there will be suitable alternatives
offered for both. So, why would you still need Flash for professional purposes?

Ransomware — When it is too late... (2016)
http://cds.cern.ch/journal/CERNBulletin/2016/20/News%20Articles/2151917?In=en

Some forms of ransomware systematically encrypt files on the system's hard drive,
which become difficult or impossible to decrypt without paying the ransom for the
encryption key, while some may simply lock the system and display messages
intended to coax the user into paying...” (Source:
https://en.wikipedia.org/wiki/Ransomware)

It is not unusual to see devices falling prey to ransomware. PCs and laptops, in
particular those running the Windows operating system, can easily be infected with
ransomware if the user is inattentive. For example, if they open an attachment to an
unsolicited mail (see some hints to detect bad emails here), or click on the link to a
malicious website (see our articles on our clicking campaign).

So what can you do if you have already fallen to ransomware? First of all, turn the
infected computer off immediately. Just cut the power. This will stop the malware from
attacking more files. Secondly, do not pay. Do not answer. Contact us at
Computer.Security@cern.ch. We might have some tools to unlock your computer
again. Itis already too late for your data, but if you have been careful, you should have
a back-up from which we can recover your files. Standard folders on centrally managed
Windows PCs are automatically backed up to CERN's DFS file storage. You can also
enable DFS back-up for Macs and Linux systems or, alternatively, use AFS or
CERNBDox. If all is lost, we can still offer you a hot beverage to ease the pain.

And how can you protect yourself? First of all, maintain permanent back-ups of your
files (see above). Keep your operating system up-to-date by running automatic
Windows updates, Mac software updates or the Linux “yum auto-update”. Pass the
responsibility to CERN'’s IT department if you don’t want to do this yourself. For Macs
and Windows computers, install a decent antivirus software. Remember, CERN
provides a free solution for office and home usage. Apply due diligence: stop — think —
don't click if that email, attachment, link or URL is suspicious, looks weird, or is not
really intended for you (see once more our hints to detect bad emails). Finally, refrain
from installing software from dubious webpages. “Free” does not always mean free;
some “free” software or applications come with integrated ransomwatre...
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Mac security — Nothing for old versions (2016)
http://cds.cern.ch/journal/CERNBulletin/2016/15/News%20Articles/2143231?In=en

Only software which is up-to-date should be free from any known vulnerabilities and
thus provide you with a basic level of computer security. Neglecting regular updates is
putting your computer at risk — and consequently your account, your password, your
data, your photos, your videos and your money. Therefore, prompt and automatic
patching is paramount. But the Microsofts, Googles and Apples of this world do not
always help...

Software vendors handle their update policy in different ways. While Android is a
disaster — not because of Google, but due to the slow adaptation of many smartphone
vendors (see “Android’s Armageddon”) — Microsoft provides updates for their Windows
7, Windows 8 and Windows 10 operating systems through their “Patch Tuesday”
rollouts. All you need to do is have the automatic “Windows Update” feature enabled
(it is by default!). While automatic updates are also provided to Apple Macs by default,
they have a more restrictive (but undocumented) policy for their Mac OS: Apple
provides security fixes mainly for the latest version of OS X (also dubbed “El Capitan”).
Any older versions of MacOS either receive no security updates at all, or do so for only
a few of the known vulnerabilities!

Thus, don't just “feel” secure, even if Apple are still providing some security updates
for OS X 10.9 and 10.10. They are not resolving many other known security issues for
those versions. And worse, the fact that Apple still provides some software updates —
but no security updates — for even older versions of the OS does not mean that these
OS versions are still supported. They are not. Hence, any versions of OS X other than
10.11.3 are vulnerable today to any kind of cyber-attack (e.g. when browsing malicious
webpages, when installing malicious software or reading malicious e-mails, etc.). If
your Mac happens to run another version than the latest, “El Capitan”, (you can check
under the Apple Menu and choose “About This Mac”), we strongly recommend that
you upgrade it as soon as possible. Just visit this page. However, please note that “El
Capitan” might be incompatible with certain, mainly older, software packages. You can
find known issues here. Still, upgrading is always the best course of action.

USB sticks — The silent killers (2015)

http://cds.cern.ch/journal/CERNBulletin/2015/20/News%20Articles/2014160?In=en

You've just found a USB stick in Restaurant 1. You'd like to return it ... but who is the
owner? Maybe the contents can tell you? Connect it to your laptop, and you might
figure it out. But hold on, what if its content is dangerous...?

USB sticks are an excellent vehicle for infecting countless PCs and laptops. Years ago,
several dozen laptops were infected during a conference when someone passed
around a USB stick with flight departure information. Unfortunately, this stick was
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infected. Similarly, we have seen a domino effect of infections in the FP and EN
departments after some USB sticks made the rounds, infecting one PC after another.
In the end, a massive number of PCs had to be reinstalled.

Some USB sticks are even worse. They pretend to be “just a keyboard” (named
“RubberDucky”) and, once inserted, they execute a pre-programmed sequence of
keystrokes intended to extract information from your computer or take it over. Others
have malware compiled into the USB’s hardware chips and not into its storage area,
for example e-cigarettes that are charged by a USB cable. Even worse, the next
generation of fake USB keys might be able to destroy part of your computer (see here)!
No technical solution can protect your computer from that!

So what can you do? First of all, don't use USB sticks if you don't trust their
provenance. If you've found a USB stick, hand it over to Computer.Security@cern.ch.
We have means of dealing with infected sticks. Secondly, use good antivirus software,
which should be able to detect known threats stored on a USB stick. Give the software
the time to run a full scan. The CERN antivirus software is available here for Windows
and here for Mac, and can also be used to protect your computers at home. Thirdly, in
order to help your antivirus software, keep your laptop, PC, tablet or smartphone up-
to-date with all the recent software upgrades and patches. Have the “Windows
Upgrade” or Mac “Software Update” set to “automatically download and install”. For
Linux use, for example, “yum auto-update”. CERN PCs and laptops are centrally kept
up-to-date via CMF. Fourth, if you manage your own PC, check the
“autorun”/“autostart” settings for USB sticks. If CERN IT manages your PC or laptop,
all is fine.

Finally, be vigilant and report suspicious USB sticks to Computer.Security@cern.ch. If
you are really paranoid and just want to use your USB port for charging e.g. your mobile
phone, buy a USB “umbrella”, which blocks the data connection and only allows power
through.

Bye, bye, Windows XP security... Welcome
infections! (2014)

http://cds.cern.ch/journal/CERNBulletin/2014/16/News%20Articles/1694092?In=en

Rest in peace, Windows XP. Since your birth on 25 October 2001, you have struggled

hard to survive this harsh Internet world. You fell prey to “Melissa”, “Sasser” and
“Conficker”, and brought CERN its last large-scale infection with “Blaster” in 2004.

After being upgraded to “SP2”, you discovered software development lifecycles,
regular “Patch Tuesdays” and a local firewall that rejected everything by default. In the
end, you outlived your weird brother “Vista” and survived as the ugly duckling cousin
to the beautiful Mr. Mac. But all your ups and downs are over now. On 8 April 2014,
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you were given your very last security updates. These life-sustaining measures will be
stopped now. Game over.

From now on, you are a zombie: presumed dead, but still kept running by your
master/owner/user. They might not even understand that you now pose a risk to them.
Viruses and worms are on the prowl, hunting for any Windows XP system still
connected to the Internet. Unprotected and naked, you are now an easy target for
infections.! Web browsing and opening emails becomes Russian roulette with you.

It's best if your master gives you a facelift, and upgrades you to Windows 7 (or to
Windows 8.1). Alternatively, your master might disconnect you from the Internet (see
http://network.cern.ch, select Upgrade and uncheck “Internet Connectivity” at the
bottom of that page), or, even better, from any network at all (just cut the cable). Putting
you on a separated and isolated network would do, too. There you can wait for your
retirement... along with your friends, Windows 95/98/NT/2000 and Windows server
2003, as well as your arch-enemies CERN Scientific Linux 3 or 4 and MacOS pre-
version 10.6 (“Snow Leopard”). They shouldn’t be here anymore either. Go away!

Agility for computers (2014)

http://cds.cern.ch/journal/CERNBulletin/2014/49/News%20Articles/1971960?In=en

| have just made an inventory of all the digital gadgets connected to my wireless
network at home: two Windows laptops, two tablets of different generations, my two
kids’ iPods, one iPhone, an Apple TV, an old iMac, the Wii U, a Sony TV, a Sony
stereo, the Wi-Fi router (of course!), a Network Attached Storage and two IP
telephones. I'm sure other people have many more...

In the future, | could even have an internet-connected car or coffee-machine or a smart
meter (see “Hacking control systems, switching lights off!”), and I could eventually even
connect my solar panels to my Wi-Fi network. That's quite some phase-space for
vulnerabilities waiting to be exploited by attackers!

Therefore, locking down my Wi-Fi router and blocking all incoming access was
essential, but my kids randomly browsing the web still posed an insider threat... Thus,
patching and keeping all systems up to date became important, too. But given the
number of devices, how could anyone expect me to spend all of “Patch Tuesday” — the
day each month when Microsoft publishes its newest updates — running around and
keeping all our operating systems, firmware and applications up to date? | am already
fed up with keeping my iPhone and its apps up-to-date — every second day, so it
seems, | am forced to apply new updates to some apps... How would this scale up to
a cacophony of devices at home? In short: it doesn’t, and it also doesn’t work well in a
large computer centre like CERN's. This month, Microsoft issued two critical patches:

1 Even if many anti-virus vendors, including Microsoft, will continue to provide anti-virus signature files,
you'll still be a zombie. Only you'll be a zombie wearing body-armour with some weak spots.
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“MS14-066" and “MS14-068". You can imagine how extra-busy many system
administrators were (twice!)!

So we need a change of paradigm. Enter: “agility”. In the near future, | expect security
updates to sneak into my devices clandestinely (if | opt in) in order to keep them up to
date and provide protection against exploitation. Patching must become *“agile”,
meaning that updates are automatically pushed and applied once ready. And they
have to be applied to everything: PCs, laptops, smartphones, embedded systems,
control devices, and so on — fully independent of criticality. No need to wait for “Patch
Tuesday”, no more hassle running around pushing buttons, and no more reboots that
stop me from working.

We’'re not there yet, but we should still at least try to become more agile. A good start
is enabling services like “Windows Update”, Mac's “Software Update” and Linux’s “yum
auto-update” wherever possible. That means not only on office PCs, laptops and
tablets, but also on control devices, SCADA systems, computing nodes, computer
centre servers, etc. The more critical a system is, the more we should worry about it
not being patched and the more we should invest in enabling prompt and agile
patching. In certain, justifiable circumstances, other security protections could be used.
We should talk to the vendors of those systems and deploy frameworks to make
upgrade management easier. Using Puppet, as we do in CERN’s “Agile Infrastructure”
for managing the Meyrin and Wigner computer centres, is a good start. Upgrade cycles
have become shorter. However, there is still room for improvement as the security
incidents connected with “Heartbleed”, “Shellshock” and “Poodle” have shown: while
most of the servers used in the computer centre and for control systems were fixed
quickly, many fringe systems remained vulnerable for another month! Better (and
quicker) configuration management is important to prevent those systems from
becoming insecure.

So, how agile are your systems? How quickly could you apply a security fix if you had
to do it NOW? If the answer is “within a day”, congratulations! If the answer is “next
summer”, we should talk.

Don’t put your family at risk (2013)

http://cds.cern.ch/journal/CERNBulletin/2014/49/News%20Articles/1971960?In=en

How easy is it to fall into the trap of cyber-criminals? Get one’s online
banking password stolen? Lose photos to third parties? It's easier than you think. One
single click to open a malicious attachment or a malicious web page is sufficient to put
your family at risk.

1 Normal updates for new features etc., however, would still need the consent of the user in order to
prevent unwanted functions from being installed.
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Sometimes adversaries even call you in order to get their malicious job done. Once
their malware is installed on your home computer, it records all your activity, monitors
your online banking activities, steals your passwords, activates your computer’s
microphone and camera, and sends all that data back to the adversary. This person
can now do whatever they want: take money from your bank account, order books with
your Amazon password, deface your Facebook profiles, send strange messages to
your peers, or post the captured images of your daughter in front of the computer on
dodgy web sites. Not only can you lose (lots of!) money, but having strange messages
sent on your behalf and your private images made public can also be very
embarrassing.

So don’t put your family at risk! Think of the security of your computers at home! Our
advice for protecting networks and computers at CERN also holds for usage at home:
restrict access, patch and run anti-virus software, keep your password to yourself, and
stop — think — click before accessing untrustworthy websites. Here are a few helpful
hints to make your family’s life more secure.

If you run your own wireless access point (a hardware box connected to your telephone
line), ensure that communication is encrypted using at least the WPA2 protocol and a
strong password. This will protect you and your family from someone piggy-backing on
your network connection. Wireless security protocols like “WPA” or “WEP” can easily
be broken. Also make sure that the hardware’s firmware is always up-to-date. Usually
you can do both from the configuration menu of your wireless access point.

For patching:

1 If you have a personal computer with your own Windows operating system,
check for “Windows Update” in the programme listing of the Start button. Switch
to the recommended “automatic” updating method!

1 On Linux distributions, make sure that you regularly run “yum update”, or even
better, enable automatic updates. Don't forget to reboot your computer when a
new kernel is installed, in order to properly apply kernel patches!

1 For Apple Macs, use the software update mechanism which is accessible under
the Apple menu.

The CERN anti-virus software for Windows and Mac can also be used at home - for
free! Also, ensure that you also regularly update your Acrobat Reader, Adobe Flash,
Java and all the others. If you are in doubt (and are running a Windows system), you
can install and run this fine programme from Secunia which checks your computer for
outdated software.

Concerning your password, choose it with care and do not use the same password for
different sites including CERN. Have a look at CERN’s password rules, which also
apply to your home usage. Take particular care of your online banking password! For
better protection, banks usually employ an additional hardware token for online
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banking (which is why you have a small USB pocket calculator). Eventually, you might
want to use similar techniques for your Google+ (called “GAuth”) or Facebook account.

Did we mention it before? Stop — think — click when browsing the web. Visit only the
sites you deem trustworthy!

Finally, share this information with your spouse and kids. Tell them all! Make them
aware of the risks of using a computer connected to the Internet, and remember that
“computer security” is like road safety education, looking left-right-left when crossing a
road. If you would like to learn more, click here for some easy online courses that delve
deeper into this subject.

Got a call from "Microsoft"? The social way infecting
your PC (2012)

http://cdsweb.cern.ch/journal/CERNBulletin/2012/39/News%20Articles/1479370?In=e
n

Still love bashing on Windows as you believe it is an insecure operating system? Hold
on a second! Just recently, a vulnerability has been published for Java 7.

Have you recently been called by “Microsoft Security”? At home!? Then beware: these
are fake calls trying to make you install malicious software on your (home) PC!

This scam is currently prevalent throughout the Geneva area, targeting many different
international organizations and companies. If you receive such a call, just ignore it and
hang up. If you have fallen for this scam and followed their pleas, please contact us at
Computer.Security@cern.ch.

This kind of scam is called “Social Engineering”. Some “Microsoft” call-centre agent
informs you that your PC is infected and will try to convince you to download some
software from the web. If you do — BANG — your PC is compromized and your local
data is at stake. In other Social Engineering scams, the attackers try to convince you
to give them your password or sensitive documents. Thus, recall that the real Microsoft
will never call you — and definitely not on your home number. Nor will Apple, the CERN
Computer Security or the CERN Service Desk (unless you have asked them to). If
someone does, just ignore them and hang up, and let us know at
Computer.Security@cern.ch. In particular, if someone was asking for your password.

Better be aware and proactive! Recall that your passwords are yours — and only yours.
No legitimate person will ever ask for it: not the CERN Service Desk, the Computer
Security nor your supervisor. Also, PayPal, Facebook, Google, Apple, Microsoft, UBS,
etc. will never ever ask you for your passwords. Regularly patching your Windows or
Linux PCs, as well as Apple Macs, is mandatory and the best line defense your PC/Mac
can have — at home as well as at CERN. For Windows and Macs it is even strongly
recommended to run anti-virus software. The CERN anti-virus is also available for free
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for your home PC or Mac. Finally, taking care (STOP — THINK — CLICK!) when
browsing the web or opening emails is a good habit to protect your assets.

Follow those easy hints for a basic level of computer security awareness... at CERN
as well as at home!

Infecting Windows, Linux & Mac in one go (2012)
https://cdsweb.cern.ch/journal/CERNBulletin/2012/37/News%20Articles/1475394?In=
en

Still love bashing on Windows as you believe it is an insecure operating system? Hold
on a second! Just recently, a vulnerability has been published for Java 7.

It affects Windows/Linux PCs and Macs, Internet Explorer, Safari and Firefox. In fact,
it affects all computers that have enabled the Java 7 plug-in in their browser (Java 6
and earlier is not affected). Once you visit a malicious website (and there are plenty
already out in the wild), your computer is infected... That's "Game Over" for you.

And this is not the first time. For a while now, attackers have not been targeting the
operating system itself, but rather aiming at vulnerabilities inherent in e.g. your Acrobat
Reader, Adobe Flash or Java programmes. All these are standard plug-ins added into
your favourite web browser which make your web-surfing comfortable (or impossible
when you un-install them). A single compromised web-site, however, is sufficient to
probe your browser’s plug-ins for vulnerabilities, and eventually infect your PC. You
are not even safe if you are using Mozilla’s Firefox or Google’s Chrome instead of
Internet Explorer: if you neglect to update your Acrobat Reader, Adobe Flash or Java,
your PC or Mac will become infected. Full stop. Even worse, these plug-ins are also a
standard part of your browser on Linux PCs or Macs - and so the vulnerabilities and
the risk of infection might become a part of them too!

Remember that, at CERN, every infected PC must be reinstalled from scratch! Thus,
do yourself a favour. Take care of all installed software and apply patches in a timely
manner:

1 If you run a centrally or locally managed Windows computer, give that small
orange blinking “CMF” icon in the taskbar a chance in the evening to apply all
the pending patches. Also, let it initiate a reboot at the end!

91 If you have a personal computer with your own Windows operating system,
check for “Windows Update” in the programme listing of the Start button. Switch
to the recommended “automatic” updating method!

1 On Linux distributions, make sure that you regularly run “yum update”. Or even
better, enable automatic updates. Don’t forget to reboot your computer when a
new kernel is installed, in order to properly apply kernel patches!

1 For Apple Macs, use the software update mechanism which is accessible under
the Apple menu.
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Also, ensure that you also regularly update your Acrobat Reader, Adobe Flash, Java
and all the others. Usually, they notify you when you should do so. If your application
is supported centrally by CERN’s IT Department, they will take care of it. However, if
this is a programme you have downloaded and installed from the Internet it is up to
you to ensure it is up-to-date and patched... If you are in doubt (and run a Windows
system), you can install and run this fine programme from Secunia which checks your
computer for outdated software.

Gotcha! Macs lose their innocence (2012)
https://cdsweb.cern.ch/journal/CERNBulletin/2012/18/News%20Articles/1443480?In=
en

Still believe your Mac is secure because Microsoft PCs fall prey to viruses and worms
but Macs don’'t? Time to wake up! This year has seen the first major compromise of
Macs worldwide!. How is yours doing?

The “Flashback” Trojan is affecting Apple’s own variant of Java and compromises
Macs via so-called drive-by infections, i.e. when you visit an appropriately prepared
(infected!) website - and this might not necessarily be a site with questionable contents,
but could well be a popular, reputable one. Security Companies worldwide have been
monitoring this particular Trojan for a while and have estimated that more than half a
million Macs were compromised. Connected to a few central command and control
servers, the compromised Macs were then supporting the malicious activity of the bad
guys! Fortunately, the security companies have now been able to take over those
command and control servers and stop their destructive drive.

So, Mac users, face the fact that timely patching and running of anti-virus software is
also good for the well-being of your Mac (and your nerves). Keep your operating
system up to date and use the “Software Update” mechanism which is accessible
under the Apple menu. If you run an older Mac OS version, upgrade to MacOS 10.6 or
10.7 by following the instructions provided by the CERN Mac Support Team. You can
find out which version of the operating system your Mac is running by clicking on the
“About This Mac” item in the Apple menu.

PLEASE NOTE that running “Software Update” does NOT update to newer major
versions of the operating system! In order to move to a newer major version (e.g. 10.6
or 10.7) you have to explicitly install that major version.

In addition, you can get free anti-virus software from CERN. Finally, only move up to
"administrator” rights where it is strictly necessary, and elsewhere stick to restricted
“user” rights.

! Interestingly, the very first ever virus (called “Elk Cloner) targeted Macs in 1981, five years before the
first IBM/DOS virus (see here).
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Found a USB stick? Go and infect your PC! (2012)
http://cdsweb.cern.ch/journal/CERNBulletin/2012/08/News%20Articles/1424411%In=e
n

Err. Wait. Please no! USB sticks are not innocent little things. They can quickly mutate
into malicious nasty beasts! Just in the recent past, at least two physics experiments
were suffering as their control and data acquisition PCs, respectively, were infected by
USB sticks holding malicious code. A bit longer ago, a series of laptops were infected
at a 2008 computing conference as an infected USB stick made its tour around. Bad
luck for those who ran a Windows operating system and inserted that stick...

So, you found a USB stick in the cafeteria? Take care. If this were a lollipop,
you wouldn't just pick it up and lick it, would you? So beware of USB sticks whose
origin or previous usage you don’t know. They might infect your PC once plugged in.
In order to be on the safe side, accept and share only USB sticks whose owner you
trust. Run up-to-date anti-virus software on your PC, make sure that its operating
system is patched regularly, and turn off the *“auto-play” feature (which
should already be off by default on recent systems).

If you are involved in the maintenance or development of control systems for
accelerators or experiments, please note that the use of USB sticks on such systems
is strictly restricted. Any violation (and a subsequent infection of a control PC) is
considered to be a professional fault.

25 years — Happy Birthday! (2011)

http://cds.cern.ch/record/1324840/?In=en

The nasty PC virus turned twenty-five years this month. The very first computer virus
ever was created in January 1986. Dubbed "©Brain”, this virus was aiming to infect
DOS-based PCs. While this instance was relatively harmless and their creators claim
sincere intentions, the world has changed since then. Today's viruses and worms are
malign and aim for making profit. They attack now everything connected to a network:
Windows PCs, but also Linux PCs and Macs; iPhones and other mobile devices;
directly the operating system, but also applications like Adobe Reader (PDF), Firefox.
Thus, protect your computers from viruses and malware. Any unprotected computer
connected to the Internet is likely to be infected within minutes! Keep your system up
to date.

1 Enable the regular automatic installation of updates/patches. If you can, use
operating systems managed by CERN's IT department;

1 Se anti-virus software. The CERN anti-virus solution is even free for your home
and private usage;

1 Do not install untrusted software or plug-ins. Indeed, software from untrusted
sources may infect or compromise your computer...;

44| Page



Computer Security

1 Do not open unexpected or suspicious e-mails or attachments. Delete them if
they do not concern you or if they appear weird. If in doubt, contact
Computer.Security@cern.ch;

1 Stop-think-click. Do not click on suspicious links, but only click if you trust their
origin. More recommendations can be found on the Security Team's web site.

Your Computer Security Team

P.S.: The very first virus warning at CERN we are aware of dates from October 1989:
Computer Virus Warning to all users of IBM Compatible PCs. It is still valid: “Do not
panic ... Cross your fingers” :-)

Interestingly, the first virus targeting Macs (called “Elk Cloner”) came out five years
earlier in 1981! The first ever virus, “Creeper”, was detected as early as the 1970s.
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When apps lead to mishaps (2020)

https://home.cern/news/news/computing/computer-security-when-apps-lead-mishaps

An open market is a fine thing. Anyone can offer anything for sale. You have a broad
variety of products, you can pick and choose. The only drawback is quality.
Unfortunately, it is your responsibility to check whether you are getting acceptable
guality for the price you pay. While this is more-or-less easy in the supermarket, it gets
very complicated when talking about apps for your smartphone from the app market.
And the malicious evil-doers are taking advantage of that...

Usually, you just enter “Google Play” or Apple’s “App Store”, make your pick and install
the app of your choice. Easy. But how can you be sure that the app does not do more
than you expect? A recent analysis of the devices of almost 700 million customers of
31 mobile network operators in 20 countries showed that about 6% of the devices were
infected. Given the fact that Android devices account for around 75-85% of all
smartphone sales worldwide, they are clearly under targeted attack. More than 98 000
malicious apps were detected, 51% of them available through Google Play, the rest
only downloadable through third-party app stores. Thanks to Google’s efforts (“Google
Protect” and the “App Defense Alliance”), 18% were removed.

So 32% remain which were not. The remaining 32% which, when installed, are used
to abuse your phone. Top of the list is malware to conduct “advertisement fraud”, i.e.
downloading hidden ads, automatically generating clicks on advertisements (so-called
“Clickbots” like “emoji keyboard” or “Snaptube”), or tricking you into clicking on them
without being aware (“Click-Jackers”). Different malware is using different techniques
to avoid being spotted by the advertisement companies so that every click generates
revenue for the app’s company, leading to a multi-million dollar loss for the advertiser.
Other malware is misusing the smartphone’s CPU resources to generate crypto-
currency (“Bitcoin mining”), initiating fake calls to expensive phone numbers or sending
premium SMSs at your expense (“subscription fraud”). In fact, there is a mafia-like
industry selling your smartphone’s resources to the highest (evil) bidder.

Once more, the responsibility is in your hands: always keep your smartphone up-to-
date with the most recent version of your operating system (and if this is not possible
as the smartphone hardware is too old and not supported anymore, consider replacing
it completely). When downloading apps, “STOP — THINK — DON'T CLICK” (“Don’t
install’!) is your best protection. A high number of downloads does NOT indicate that
the app is clean. Check out the comments for the app you're interested in. Take special
care when installing apps from third-party stores. The security mechanisms put in place
by such stores to avoid fraudulent abuse might be mediocre. Better to just refrain from
downloading (trivial) apps you don't really need produced by unknown (small)
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companies. One recent example discussed here is the problem of apps providing
fraudulent VPN tunnels (see our Bulletin article on “Tunnel Madness”). Finally, it is a
good idea to check your privacy settings regularly: do only those apps with a justified
need have access to your camera, microphone, location, contacts? Some apps might
reset these when they are updated.

Un-confidentiality when using external e-mail (2019)
https://home.cern/news/news/computing/computer-security-un-confidentiality-when-
using-external-e-mail

Using the CERN e-mail service gives you some flexibility. Maybe a bit too much, as
some current practices are problematic under CERN’s Computing Rules (CERN
Operational Circular No. 5) since they can have severe implications for password
secrecy and the confidentiality of certain documents sent by e-mail!

E-mails are like unsealed envelopes. Everyone who has physical access to that
envelope can read the letter inside. In the digital world, this means that everyone with
access to your mailbox can potentially read all your e-mails. This is why the CERN e-
mail service is hosted within CERN and its managers are subject to strict confidentiality
rules. E-mail communication within CERN is encrypted, but easily gets lost once e-
mails leave the Organization. So let’s take a look at just how easily...

To take one example, configuring a forward for all e-mails sent to your @cern.ch
address towards an external e-mail provider like Gmail, Yahoo, Mail.ru, GMX.de or
Outlook.com, exposes all forwarded e-mails to that third party. CERN confidentiality is
left to be “just” governed by the third party’s commitment to maintain confidentiality and
hence is subject to any business interest they might have. No guarantees, but plenty
of terms and conditions. The confidentiality of CERN'’s internal information, documents
and attachments exchanged by e-mail is lost. And the original sender might not even
realise this! In addition, forwarding e-mails to third parties poses a risk to CERN’s
privileges and immunities as an intergovernmental organisation (as also stated on the
e-mail service’s configuration page). They become void when confidential information
is forwarded by e-mail, leaving the Organization unprotected (see our very
old Bulletin article entitled “Don’t let your mail leak”).
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 Set Forward.

Keep your CERN Mailbox and Forward Email to an alternate address, optionally
copying to your CERN Mailbox.

If you are a CERN Member of the Personnel, please take note of the serious
implications on data privacy and on CERN's privileges and immunities as an
_Iintergovernmental organization before setting a mail forwarding to an
TN external address.

CERN Bulletin article: Don't let your mail leak.

Secondly, giving an external e-mail provider such as Gmail full access to fetch or delete
e-mails from CERN’s mail servers and write e-mails on behalf of CERN defeats
password secrecy. Your CERN password is yours and only yours. It must not be
shared with anyone else. However, for the aforementioned full access the third party
has to store original, plain text CERN passwords, and use them directly on behalf of
the CERN user, to connect to CERN's e-mail service and let Gmail fetch data from
your CERN mailbox. This is different from configuring your local (local') mail client to
fetch these e-mails as your local mail client resides on your local laptop, smartphone
or tablet, and is not handed out willingly to any third party?.

Thirdly, e-mails with confidential content leaving the Organization require special care.
Encryption of the confidential contents is the usual (but difficult) remedy. Better is to
avoid e-mail as a communication channel for such data at all. For personal data,
CERN'’s Office for Data Privacy (ODP) recommends avoiding wherever possible the
use of e-mail to communicate personal data. In any case, secure collaboration
workspaces are the preferred mechanism (see our Bulletin article entitled “A ‘file
drop' for confidential data”).

What next? Help us to protect CERN'’s data, operations, and privileges and immunities.
Reconsider your working principles:

1 Avoid forwarding e-mails to a third party e-mail provider. If you are employed by
CERN, the CERN e-mail service should be most appropriate for your
professional needs;

1 Do not allow a third party e-mail provider to automatically fetch and process your
CERN e-mails. Keep your password and access to CERN protected;

1 Interestingly, Google has started doing exactly the same: restricting remote API access calls to its
Gmail service. Until now, for instance, you could configure any third-party e-mail app to access your
Gmail account in order to send, read and delete e-mails remotely. But that has ceased due to Google’s
privacy concerns.
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1 Refrain from sending confidential documents, in particular those containing
personal data, via e-mail. Instead, use CERNbox as a secure alternative.

The CERN Computer Security Team, in collaboration with the CERN account
management service, the e-mail services and the CERNbox team are always actively
looking into providing you with the best ways to keep your communications secure.

Trips and travel: Some recommendations (2017)
https://home.cern/news/news/computing/computer-security-trips-and-travel-some-
recommendations

Autumn conference season is fast approaching. Have you ever thought about how best
to secure your laptop and smartphone — and with it your data and documents or your
(private?) photos and videos — while travelling? See below for some
recommendations...

Of course, the best option is just to leave your laptop at home. Take a break from
Facebook, WhatsApp, e-mail, etc. for a few days, relax and enjoy your conference.
Remember that Internet kiosks or terminals in the hotel lobby are not an option as
these computers might already be compromised and able to sniff your password. If
you can’t be without your laptop — and there are plenty of reasons why — the second
best option is to bring along a “disposable” laptop which does not hold any important
data and which you can completely reinstall once you are back. Any work-related data
can be kept at CERN and remotely accessed through CERN DES or CERNBox. This
might be particularly useful if you travel frequently and run a higher risk of theft. Using
a disposable laptop might not be an option either, but there is a third option: encrypt
your laptop so that all data is properly protected. CERN provides centrally managed
full disk encryption solutions for Windows laptops (“Bitlocker”) as well as for Macbooks
(“Eilevault”) and Linux CentOS (“LUKS”). Taking a backup just before your trip is
beneficial too. Just in case...

Similarly for your smartphone, the best option is to leave it at home and get a dumb
brick-type mobile phone. That way you will remain available for emergency phone calls
but cannot lose any data. And once again, if this doesn’t work for you, leave your phone
completely switched off when not in use and make sure that it requires you to type a
strong passcode (more than 4 digits!) every time you switch it on! Never connect your
phone to a docking station that is not yours. An adversary might just suck up all your
data via this means. Better to use your own charger and USB adapter. Alternatively,
buy a so-called “Umbrella” stick which allows you to charge your phone from any USB
port but physically blocks data exchange.
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Finally, if you are on duty travel and carry a CERN device (laptop, iPad, smartphone),
do not forget to put the “PROPRIETE CERN?” sticker, which is a means to show that
your device is a CERN property enjoying, as such, the inviolability (solely available for
CERN devices atthe CERN Stores Urgency Window). The latter applies on the territory
of the CERN Member and Associate Member States only. This does not imply that the
customs or police officials are aware of CERN’s international status. As a precaution,
we recommend to completely shut down your CERN device before passing through
customs. If you are requested to switch it on, we recommend that you state calmly that
it is protected by the inviolability granted to CERN property and that you disagree with
any search. If you are obliged to disclose your password or PIN code, please inform
the Computer.Security@cern.ch of this unauthorized access ASAP. Please also note
that we need to be informed if your device has been taken away, even for a few
minutes, or connected to another device. We will take the necessary measures to
prevent any potential remote access and, if necessary, replace your CERN device.

Pokémon GO! Or not? (2016)

http://cds.cern.ch/journal/CERNBulletin/2016/33/News%20Articles/2207052?In=en

Have you already joined the hype surrounding the No. 1 iOS and Android app
“Pokémon GO” and started hunting for wild virtual Pokémon while walking through the
real world? Have fun and catch them all!!! But also take some physical and digital care!

If you haven’t heard of “Pokémon GO, it is an iOS and Android game in which your
virtual avatar has to hunt for cute and sometimes less cute little monsters, so-called
Pokémon (if you are as old as me or have kids, yes, those GameBoy, TV Series, card-
game Pokémon!). The ultimate goal is to find and collect all 150 different Pokémon
species. Your smartphone’s location information displayed on a Google map lookalike
provides you with hints as to where to find them. Augmented reality is employed to
project virtual Pokémon in your vicinity onto your smartphone’s camera picture so that
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you can catch them by throwing “Poké Balls” at them. These items can be found at
other locations, known as “Poké Stops”. The more Pokémon you collect, the more
powerful you become (see here for details). No harm in that, eh?

True, from a health perspective, “Pokémon GO” is great as it encourages you to walk
around, which is good for all of us. But there is a snag: the app does not know about
places you must not go! Walking around while staring at your smartphone’s screen
already poses a safety risk. So watch where you are going! Roads. Stairs. Ditches.
Open manholes. Ponds! Playing the app while riding a bike or driving (!) is stupid: it
goes without saying. In addition, the app just embeds Pokémon where its algorithm
deems them best suited. Arlington Cemetery, close to Washington D.C., has already
asked players to refrain from playing the game on its premises. The same might be
true for hospital wards. And, of course, for CERN: some buildings, caverns, tunnels
and other locations on the CERN sites are definitely off limits for gaming. Don’t hunt
Pokémon in these locations as it might be dangerous to your health. Some other
locations might be off limits as they are private property... Worse, some criminals have
used the game to lure people to deserted places, to rob them of their belongings. Think
of your safety first! Watch your surroundings, be sensible and don’t get too immersed.

Digitally, there are also risks: “Pokémon GO” has not been made available in all
countries, so you might think of downloading the app from dubious sources... But
“dubious” already implies that you might get more than you asked for: a full
compromise of your smartphone due to the app you downloaded being malicious (see
“Android’'s Armageddon” for examples). Better to wait to download it from the legitimate
and official iOS app store or Google Play! Furthermore, as with many other apps, the
“Pokémon GO” app is constantly recording your location, which has an impact on your
privacy. Finally, some particularly nefarious people have also jumped on the
bandwagon. Malicious e-mails are flooding the Internet all the time and now the first
“phishing” e-mails have appeared, luring players to click on fraudulent links (learn here
how to identify “bad” e-mails).

| know where you have been... since forever! (2016)
http://cds.cern.ch/journal/CERNBulletin/2016/07/News%20Articles/2130664?In=en

OK, the “forever” has to be taken with a pinch of salt. But generally speaking, if you
were to pass near my office carrying your smartphone, | would be able to find out. It's
all thanks to the wireless communication capabilities of your phone...

So how is it done? Every wireless network has a name (SSID: Service Set Identifier).
At CERN, for example, you can find “eduroam”, “CERN” or “CERNn” (any other SSIDs
are rogue and should not be used). Whenever you connect to a wireless network, your
phone keeps a record of the SSID it has connected to for future use. If your phone
detects a wireless network, it tries every SSID it has in its list until a wireless access
point answers positively, in order to establish a connection. And the longer you have
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your smartphone, the more SSIDs it has connected to around the world and the more
it “knows” about where it has been. This is the information | can tap into.

A specialised rogue wireless access point, like the HAK5 “PineApple”, can pretend to
be any wireless network®. It just sends out a wireless beacon that your smartphone
picks up and answers. The rogue wireless access point then records any SSID request
your phone tries out from its internal list: “CERN”, “StefanWLAN", “GVAairport”,
“Swisscom”, “SBB-FREE”, “HyattAtlantaGuest”, “AmsterdamRoaming”, “ITUwifi"...
And, obviously, very often, the SSID name provides sufficient information about where
you or | have been. Voila.

So, how should you protect yourself? First, disable the option to join wireless networks
automatically. If you do this, you will see the SSIDs you can connect to and confirm as
required. Alternatively, you can disable your smartphone’s wireless capabilities
completely and just enable them in places you know and trust. Resetting the network
settings would be an even harsher step, but you would need to reconfigure those
networks you regularly use... Finally, you could delete the SSID from your iCloud or
Google account and reinstall the phone’s operating system to get rid of it once and for
all. But you would have to be really paranoid to do that, don’t you think?

Android’s Armageddon... Reloaded (2016)

http://cds.cern.ch/journal/CERNBulletin/2016/40/News%20Articles/2220392?In=en

About 1 billion Android smartphones are facing their Armageddon. Again.

Android could be facing another Armageddon, just as we saw with the “Stagefright”
vulnerability last summer (see “Android’s Armageddon”). But while that “Mother of all
Android Vulnerabilities” targeted Android’s Multimedia Messaging Service, this time
the driver for Qualcomm’s LTE chipset is in the firing line... And as before, while a fix
for this vulnerability has been quickly made available, the big problem has been getting
this fix to your Android device: mobile phone manufacturers and providers are
incredibly slow at passing it along...

What can you do to get this fix? Basically, there's nothing you can do but wait. For
certain smartphone models (e.g. HTC One M9 and HTC 10; LG G4, G5, and V10;
Samsung Galaxy S7 and S7 Edge; and others), you are completely exposed. This four-
fold vulnerability, dubbed “QuadRooter”, in the driver for the LTE mobile
communication chipset of Android smartphones can be exploited by just one malicious
app... Once installed, it becomes “root”, the master and commander-in-chief of that
smartphone. Luckily, so far, no public exploitation of that vulnerability has been
reported! Potential defences? Usually we would recommend applying the
corresponding fix made by Google. However, this requires your preferred smartphone

1 Of course, the deployment of such a rogue wireless access point at CERN would violate the CERN
Computing Rules.
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manufacturer to adapt that patch to your hardware. And, as experience has shown,
this can take a while or might never happen. Alternatively, you can try to re-compile
your Android device’s operating system vyourself — but this is an approach
recommended only for experts.

So, interesting times lie ahead. Not only for Androids but also for many other devices.
Vulnerability disclosure cycles are getting faster and faster, and patching, i.e. fixing
those vulnerabilities, must be done more promptly. With a world full of smartphones,
the Internet-of-Things, inter-connected fridges and cars (see the article “Our life in
symbiosis”), and SmartMeters, a new patching paradigm is needed... Today, our
patching methods are too slow and inflexible (see the article “Aqility for computers”).
Android’'s Armageddon is just another example.

P.S.: If you believe that Apple’s iOS is better... Er, no, as the recent “Pegasus” exploit
showed. However, at least Apple controls the update chain, so security fixes are
always rolled out quickly (for iOS versions 9 and above).

Update on your privacy — or lack of it (2015)

http://cds.cern.ch/journal/CERNBulletin/2015/10/News%20Articles/1994237?In=en

While we have reported on our privacy concerns when using smartphones or cloud
services in past issues of the Bulletin (e.g. “Enter the Cloud, pay with your password”,
“... and thank you for your mobile data!”, and “Prison or 'Prism'? Your data in custody”),
recent news has once again given us a reason to rant: even after the Snowden
revelations, things are not getting better!

Let me start with Microsoft and its initiative to bring the “Outlook” mail client onto
Android and iOS smartphones. This app can act as an email inbox for Exchange,
Outlook, iCloud, Google and Yahoo mail accounts, just like, for example, the iOS mail
client. However, instead of aggregating and storing all emails locally on the
smartphone, the user’s email and/or calendar data is aggregated on servers operated
by Microsoft. For this, the credentials (i.e. passwords) for the corresponding
Exchange/iCloud/Gmail/etc. accounts are uploaded to the same Microsoft servers that
subsequently fetch all relevant data, emails and calendar entries. Thus, if you use this
app to read your CERN emails, your CERN password will already have been
transferred to Microsoft. The European Parliament considered this dangerous enough
to warrant banning this app from all its devices and forced all its users at that time to
change their passwords. Time for you to reconsider using that Outlook app and to
change your CERN password...

In this respect, Microsoft is significantly different from Apple’s iCloud or Gmail if you
synchronise your CERN mailbox with them. Apple iCloud holds an encrypted copy of
your CERN password through your iOS back-up, but not a clear text one. Gmail doesn’t
hold it at all if you just forward the emails sent to your CERN email address to it (but if
you are CERN staff, please refrain from doing this as it has implications for CERN'’s
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privileges and immunities as an intergovernmental organisation; see “Don’t let your
mail leak™).

From a different angle, however, Apple has also failed to provide proper privacy (if you
believe that this even exists): the Apple mail client provides the capability to block the
tracking of emails explicitly, i.e. prevent senders from learning when you've read or
looked at their emails. Technically, such tracking is done via a unique token (e.g. an
image embedded in your email) being downloaded from the sender’s side. Once you
look at that email, this download is sufficient to indicate to the sender that you've seen
it. But you're not the only one who could be looking at it: the Apple Spotlight search
indexes your emails, and, thus, needs to “look” at them, too. This is where Apple failed:
Spotlight triggers the download even if it should be blocked, so the sender at least
knows that you've properly received the email...

In short, watch out: protect your privacy and your CERN password. Some apps and
programs might gather more information than you expect. Also, keep your emails with
the CERN email service and do not forward them to a third-party email provider.

Android’s armageddon (2015)

http://cds.cern.ch/journal/CERNBulletin/2015/34/News%20Articles/2043796?In=en

“The mobile world’'s equivalent to Heartbleed” and “Mother of all Android
Vulnerabilities” - just two quotes from the media about the new vulnerability (see here)
affecting all Android devices. While Google has been quick to fix this vulnerability, the
big problem has been getting this fix to your Android devices: mobile phone
manufacturers and providers are incredibly slow at passing it along...

What can you do to get this fix? Basically, there's nothing to do but wait. If you run a
recent Android operating system (version 2.2 or newer), you are completely exposed.
This vulnerability in Android’s “Stagefright” media playback engine can be exploited by
just one MMS (Multimedia Messaging Service) message and you won't even be able
to tell: the exploitation of your Android phone happens during the pre-processing of
that message, i.e. in the “door-knocking”-phase. No warning. Nada. Worse, the people
who found this vulnerability plan to disclose all details in the upcoming BlackHat
conference in August, so we can expect the attacker community to jump on the wagon
and misuse the vulnerability for their deeds. All they need is your mobile phone
number...

Potential defences? Usually we recommend applying the corresponding fix made by
Google. However, this requires your preferred mobile phone provider to adapt that
patch to your hardware. And this, as experience has shown, can take a while or
might never happen. Alternatively, you can try to re-compile your Android’s operating
system yourself - but this is a feat recommended only for experts. As a stop gap
measure, however, you can disable the MMS service on your phone. Some
recommendations along these lines are at the end of this article.
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Thus, interesting times lie ahead. Not only for Androids but also for many other devices.
Vulnerability disclosure cycles are getting faster and faster, and patching, i.e. fixing
those vulnerabilities, must be done more promptly. With a world full of smartphones,
the Internet-of-Things, inter-connected fridges and cars (see our Bulletin article
on “Our life in symbiosis”), and SmartMeters, a new patching paradigm is needed...
Today, our patching methods are too slow and inflexible (see our Bulletin article on
“Aqility for computers”). Android’s Armageddon is just another example.

IT or not IT, that is the question (2015)

http://cds.cern.ch/journal/CERNBulletin/2015/08/News%20Articles/1989131?In=en

Following on from our recent Bulletin article on “How to succeed in software
deployment” (see here), we repeatedly face the problem that “standard” IT services
are replicated within CERN or even outsourced to external companies.

Past experience has shown that such non-centrally managed systems are more prone
to security risks and, in the long run, are less well managed — that is, if they’re not
eventually orphaned completely. If hosted outside CERN, there is also the risk that
sensitive data from the Organization could be leaked and that CERN would not be able
to intervene in the event of a security problem.

Imagine, for example, a slide show created by an external consultant and hosted in the
cloud... While this might have been convenient for the consultant, a regular user of
that cloud service, the content was lost once the consultant’s job was done and nobody
at CERN took responsibility for the slide show. Or imagine a web page developed by
a summer student using an external web-hosting company. It turned out that the
website was flawed and leaked data but neither the student nor the web host were able
or motivated to get this fixed. Or a questionnaire sent to colleagues asking personal
questions, only for their answers to be disclosed to the general public. Or the
development of a web application by an ex-colleague, who was later reimbursed by
CERN.

CERN is in the comfortable situation of having many different centres of expertise: the
medical service for our health, the fire brigade for safety, the RP group for radiation
issues, the FP department for contracts and purchasing, the cooling, ventilation and
electricity groups, the metrology section for measurements, technical groups
knowledgeable in PCB design, the legal service, the HR department for personnel
matters, etc.

Luckily, the same applies to IT matters, and the IT department is there to support you
in this. Of course, the commodities of modern life — Facebook, Twitter, smartphones
and so on — have brought us closer to IT, but this doesn't mean that we are all IT
experts. While today it is easy enough to open another Dropbox folder, create a
SurveyMonkey questionnaire or set up a Wordpress or Joomla webpage, this is not
always to the overall benefit of CERN.
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So, just as you would consult the FP or HR departments, the medical or legal services
or the radiation protection group for their respective expertise, shouldn’'t we draw on
the expertise and knowledge of our colleagues in the IT department?

If you plan to start a project employing IT technologies (websites, standalone servers,
disk storage, external cloud services, etc.) or are already in the development process,
may we propose that you consult either us at Computer.Security@cern.ch or our
colleagues in the IT department?

This would allow you to focus on the core of your project while we ensure that the IT
technologies employed are fully supported and secured, kept up-to-date and fully
backed up, and that the CERN Data Protection Policy is properly respected.

In the long run, you can (and should) benefit! Some examples can be found here.

Enter the cloud, pay with your password (2014)

http://cds.cern.ch/journal/CERNBulletin/2014/37/News%20Articles/1752542?In=en

Let me tell you a story that recently happened to a colleague of mine. She was looking
for a nice e-mail client for her brand new Android smartphone. She found several apps
suiting her needs, installed all of them on her phone, configured them with her CERN
password so that they could access her CERN e-mails and tested them thoroughly. In
the end, she was happy with one and deleted the other apps.

But she wasn’t happy for long: over the following days, she realized that many new e-
mails in her CERN mailbox were mysteriously marked as “read” despite her never
having accessed them. A dedicated analysis of the CERN e-mail logs showed that one
of the e-mail app providers was still downloading her emails - even though she had
uninstalled the corresponding app from her smartphone. In fact, her CERN password
had ended up in the Cloud, continuing to allow access to her inbox (similar to what
Google does when you let Gmail pull your e-mails from your CERN mailbox). Neither
that mail provider’'s Terms of Usage nor its Privacy Policy listed this feature, nor were
her e-mails destroyed once she purged the app... In the end, she had to change her
CERN password to block access.

So pay attention to where your CERN password ends up. Certain apps promise to
“unite all your e-mails, contacts and calendars into one single application”. So long as
your password remains on your smart-phone, you still retain a bit of control (unless it
is stolen or compromised). iOS’ and Android’s native e-mail clients work like this. But
once your password is configured with your preferred Cloud provider (e.g. Gmail) or
transmitted to a Cloud provider (e.g. mail.ru), you have to trust them to keep that
password protected, secret and not to misuse it... If you are dealing with sensitive
issues at CERN, regularly share sensitive data (like our colleagues in the FP and HR
departments or DG and HSE units), that might be a bit too much trust, don’t you think?
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Think twice. CERN's sensitive documents should never be made accessible to third
parties unless there is a professional need. Losing sensitive data - both intentionally
and accidentally - to third parties is in violation of the CERN Data Protection Policy
(draft) and is considered to be professional misconduct.

Please avoid forwarding your professional e-mails to external e-mail providers, as
there are implications for CERN’s privileges and immunities as an intergovernmental
organisation (see also our article on “Don’t let your mail leak”). The CERN e-malil
system provides largely similar functionality. Also avoid sharing sensitive or restricted
data on external storage systems like Pastebin, Dropbox or Google Drive. In most
cases, CERN DFS web access (CERN Webdav), CERNbox, CERN’s OneDrive (you
need to be registered with http://social.cern.ch), or CERN’s “Paste” are perfectly
acceptable alternatives!

Your iPhone as a key-logger (2014)

http://cds.cern.ch/journal/CERNBulletin/2014/32/News%20Articles/1696916?In=en

In the past, we have repeatedly elaborated on the computer security risk of using
smartphones. Today, something new for the paranoid: did you know your smart phone
can be used to spy on your PC’s keyboard?!

In fact, the tiny accelerometer, gyroscope and orientation sensors that your
smartphone uses to determine its tilt and movements can also determine the letters
you type on your computer. Thus, it acts as a hardware “key-logger”! It only requires
your smartphone to be put close to your computer keyboard and to run a
corresponding, malicious app. The rest is done by the highly precise sensors which
can record keyboard vibrations and subsequently the letters you type. In a dedicated
study, students of the Georgia Tech College of Computing were able to decipher
complete sentences with up to 80 percent accuracy using an iPhonel. In a nice twist,
the same feature can also be used to “to_infer the occurrence of tap events on the
touchscreen as well as the tapped positions on the touchscreen”.

But don't worry yet! So far these highly targeted attacks have never been used against
CERN. However, this does not mean that your iPhone (or your Android phone) is an
innocent little gadget. On the contrary: It is a full-blown pocket PC which needs to be
taken care of properly. Update it regularly and be careful when installing additional
apps, as some malicious apps are known to infect smart phones (see our articles
“iPhones, Androids, and history repeating” and “Is your Android running a
temperature?”). Other apps are quite greedy and forward much too much of your
personal information stored on your phone - for example, your location, address book
and local data - to their data centre for further aggregation, analysis and, presumably,
future marketing (more in “Smartphone lost - Privacy gone”).

1 Alternatively, wireless keyboards emit sufficient information to reconstruct your key strokes...
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Backed up and gone... (2013)

http://cds.cern.ch/journal/CERNBulletin/2013/48/News%20Articles/1625989?In=en

Remember how easy it is to lose your passwords for web applications (“Don't let
Chrome expose your passwords”)? This time we go bigger and discuss how easy it is
to lose the passwords for every wireless access point you've visited. You just need to
be running Android on your smartphone...

Apparently, Google was already capturing wireless access points during its Streetview
campaign but was forced to stop this after complaints from data protection advocates.
It was done “mistakenly”.

With Google’s Android now dominating the smartphone market, they’re back to their
old tricks. As a useful feature, Android (version 2.2 and higher) stores the identifiers
(“SSIDs") of wireless access points and credentials by default, so that you do not have
to reissue them on every connection. The interesting part happens when the
smartphone is automatically backed up to Google's data centres: the SSIDs and the
associated passwords are not encrypted once they are there. Thus, Google has full
access to them and could, potentially, produce a “free access map” to many wireless
access points worldwide. Of course, this would help some anonymous government
agencies. Along with Wi-Fi passwords, your keychain is also automatically synced;
presumably this includes your CERN passwords as well as your private ones. Not to
mention all your other data (photos, emails, videos, apps, etc.) that “vaporizes” once it
is backed up in the Google cloud (see our Bulletin article on this subject: "Send your
data into the cloud and make it... vaporize").

However, this does not make an Apple Mac or iPhone safer. Once iCloud has been
enabled, your device is regularly mirroring all information to Apple's computer centres:
Apps, Music and Films might be fine as you most likely have bought them via the
iTunes store. But what about your calendar entries, e-mails, photos and films? It is up
to Apple’s discretion whether to analyse this data and use it for advertising purposes
(or send it to the aforementioned agencies). Worse, while today you can still disable
“iCloud” functionality (iOS -> Settings -> General -> Usage), in the future this might not
be possible. Discussions have emerged about whether on “OS X Mavericks there is
no longer a way to sync any i-device except through the cloud”.

In more blunt terms, this would imply that iOS users are forced to provide all their data
(or give up on iPhone). Furthermore, Apple is not the only one targeting your data.
LinkedIn recently published an app that diverts all your emails through their central
servers for data mining. With the NSA and GCHQ spying on us from one side, and big
companies like Apple and Google doing the same from the other, what's left but to
sigh, give up and let it happen? Smash your phone and go back to the communication
stone age? Rally and hope that politicians tackle the problem? Be less paranoid than
the security guys at CERN? We are very curious about your opinion!
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BYOD: Bring Your Own Disaster (2013)

http://cds.cern.ch/journal/CERNBulletin/2013/42/News%20Articles/1606798?In=en

Have you ever heard of “BYOD”? No, it is not a pop band. Try again. It is short for
“Bring Your Own Device” (the French use “AVEC” - “Apporter Votre Equipement
personnel de Communication”) and describes an option long since offered at CERN:
the possibility to bring along your personal laptop, smartphone or PDA, use iton CERN
premises and connect it to the CERN office network. But hold on. As practical as it is,
there is also a dark side.

The primary advantage, of course, is having a digital work environment tuned to your
needs and preferences. It allows you to continue working at home. Similarly, you
always have your music, address books and bookmarks with you. However, as
valuable as this is, it is also a responsibility. Laptop theft is happening - outside CERN
but also on site. In France, 30% of stolen laptops were stolen out of cars or homes,
and 10% during travel. At CERN, on average one laptop per month is reported stolen
to the Computer Security Team. This can become a fully-fledged disaster: with the loss
of your laptop, your music is gone, your photos, videos, doctoral thesis... but probably
also your private documents, e-mails, bank statements (in your browser’s cache) and
stored passwords (e.g. for your wireless access point at home). Worse still, depending
on what your role at CERN is, sensitive Organization data might be lost too: contracts,
preliminary physics results, MARS assessments, legal proceedings, medical files, job
applications, etc.

Only 15% of the aforementioned stolen laptops were encrypted. What about yours?
Protect your life and avoid thieves putting your photos onto the Internet')! Also protect
sensitive Organization data. Use the built-in “Bitlocker” and "FileVault" features on
Windows PCs and Apple Macs respectively in order to encrypt your hard disk. For
Linux, many software solutions like "Truecrypt" can provide the means to protect your
local data. However, take care with the corresponding password: once lost your
encrypted data is also lost. Also note that there is currently no centrally supported
solution for CERN. In addition, regularly back-up so that you don’t lose your “life” if
your laptop disappears. Synchronise your professional laptop with CERN DFS or AFS,
back-up your private laptop or Android device to an external USB disk, and use Time
Capsule for Macs or iTunes for iOS devices. Finally, if your CERN laptop is stolen, file
a report with the CERN Fire Brigade.

As for smartphones... On average, one mobile phone is stolen every 30 seconds in
France. You might be able to perform a remote wipe to remove the contents, but if the
thief removes the SIM card quickly enough, you're screwed. Standard 4-digit PIN
numbers can be cracked within minutes - you had better choose more digits. And no,

! This reminds me of a case of a young woman whose photos - taken by her boyfriend with her
smartphone - were posted on a popular porn site by the thieves who stole her phone (recall our Bulletin
article on Smartphone lost --- privacy gone).
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there is no really good encryption software to protect your contents. In short, you had
best keep both eyes on your smartphone all time.

Android is the new Windows (2013)

http://cds.cern.ch/journal/CERNBulletin/2013/17/News%20Articles/1542792?In=en

Do you recall the early virus attacks in the early 2000s? “Blaster”, “I love you” and
“Slammer” were attacking the pretty much unprotected Microsoft Windows operating
system.

While Microsoft has been hit hard in the past, they have tried to improve and are now
on a par with other software vendors. Today, they can even be happy that Android is
taking over the baton - at least on mobile platforms.

According to the Sophos 2013 Security Threat Report “Android [is] today’s the biggest
target” and Android devices in Australia and the U.S. experienced even more malware
attacks, whether successful or unsuccessful, than PCs during the past three months.
The Kaspersky security company recently added that 99% of all mobile threats target
Android. Lucky you if you use an iPhone, or a good old Nokia with no Internet
connectivity at all.

But why is that? It is partly down to the same factor that affected Microsoft in the past:
market share. More than 50% of all mobile devices run the Android operating system.
In addition, the Android app market is heterogeneous and uncontrolled — the complete
opposite of Apple's central iTunes app store. This heterogeneity makes it easy for
attackers to publish and distribute their malicious apps. However, one of the main
reasons, according to Katja Locker of SWITCHcert, is that only 10% of all devices are
running the newest version of Android called “Jelly Bean”. “Gingerbread”, which is two
years old, still powers over 47% of all devices. She quotes IT expert Michael Kroker
saying that this isn’t the users’ fault though — over the past 24 months, Google has
“failed to hold manufacturers and providers accountable and get them to convince their
customers to update.” In comparison, Apple’s iOS6 had a 60% conversion rate just
one month after release.

So how can you improve? Obviously, running or updating to the latest version of
Android (“Jelly Bean”, version 4.2) helps. If you can’t do that, be careful when installing
apps. Only download apps from a location or store that you trust. Beware of malicious
URLs and QR codes (see our Bulletin article “One photo to rule you phone”) — STOP,
THINK, CLICK can also help you here. Finally, you might want to consider installing
dedicated anti-malware detection apps like those offered by Avast or ESET.

6l|Page



Mobile and Cloud Security

Prison or “Prism”? Your data in custody (2013)
http://cds.cern.ch/journal/CERNBulletin/2013/2/News%20Articles/?In=en

“Send your data into the cloud and make it... vaporize” was the title of one of our
Bulletin articles in 2011. We were not precise enough. We should have entitled it “Send
your data into the cloud and make it... available to a national security agency”.

What has long been feared has just been confirmed by whistle blower Edward
Snowden: with ties into Microsoft, Google, Facebook, Apple, Skype, AOL and Yahoo,
the NSA (U.S. National Security Agency) “Prism” surveillance programme has been
monitoring e-mails, chats, videos, photos, stored or transmitted data and video
conferences primarily made by foreigners using those services. So our data is trapped
there now... and analysed.

But it is not only trapped with the NSA. If you've synchronized your files, music and
photos with Apple’s iCloud, Microsoft's SkyDrive, or with Dropbox; received phone
calls or messages via Skype!; managed your e-mails with Gmail or Hotmail; or installed
third-party apps on your smart phone; be assured that your data has already been
analysed. This is the primary business model of Google, Facebook or Dropbox: they
take apart your private data in order to profile you and your interests, identify your
consumer preferences, and strip your digital being into a statistical pattern of zeros and
ones. Scientia potentia est (*knowledge is power”) — but only for those companies.

So let us encourage you once more to review the implications of using cloud services
for work purposes and in your private life. Data privacy is our own responsibility —
particularly when dealing with data in the possession of the Organization. Make sure
that you do not leak sensitive documents or personal files to those services. This
includes data provided to convenience applications such as URL-shortening services
(i.e. TinyURL.com) or online questionnaire tools (i.e. SurveyMonkey). Avoid installing
programs on your PC that synchronize with cloud storage (like the “Dropbox” plugin),
and do not use peer-to-peer applications that export the contents of certain local folders
onto the Internet. “Don't let your mail leak”, especially when automatically forwarding
e-mails from your CERN address to an external mail provider like Hotmail or Gmail.

Instead, remember that CERN provides similar services too (admittedly, not always
with the same level of convenience, but therefore much better controlled). Your CERN
mailbox is also available from the Internet, as are your files stored on DFS or
AFS. CERN GO and Sharepoint services provide URL-shortening tools and tools to
create questionnaires, respectively. Remote log-in is possible through the LXPLUS
cluster or the CERN Windows terminal service. So why not use a service you can trust
and which complies with CERN's rules (such as the CERN Security Baselines and the

1 Microsoft, the new owner of Skype, was recently caught when users “sending HTTPS URLSs over the
instant messaqing service, those URLS receive an unannounced visit from Microsoft HQ in Redmond”.
Microsoft claimed that this is to filter out spam and phishing websites, but this argument has not
convinced security experts.
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upcoming CERN Data Protection Policy)? Check the different ways of connecting to
CERN from the Internet here.

Finally, be aware that browsing the Internet is not an anonymous activity. Depending
on which browser you use, it already exposes lots of information: the local language,
time zone, screen size, installed plugins, available system fonts, etc. As these settings
can vary significantly, it means that the probability of you and | having exactly the same
settings is very low. Ergo, this information can be used to pinpoint your browser and
uniquely identify you when browsing the web... If you don't believe it, check out
Panopticlick and note that some browser plug-ins (i.e. “Stealther”) or security settings
(i.e. “In Private” browsing) might change the odds in your favour. Also note that, if you
are logged in with your Google or Facebook account, they can profile your activity even
outside their domains. This is mainly due to the wide use of Google Ads/Analytics and
Facebook’s “Like”-button: the embedded code directly feeds back into your Google
and Facebook profile... For a bit more privacy here, log out whenever you don’'t need
to be logged in and consider installing something like the “Ghostery” plug-in in your
browser.

... And thank you for your mobile data! (2012)
http://cdsweb.cern.ch/journal/CERNBulletin/2012/45/News%20Articles/14906897In=e
n

Do you recall our Bulletin articles “Smartphone lost - Privacy gone” and “Your privacy
is paramount™? In an interesting twist, we recently learned of a senior CERN staff
member who returned his old smartphone to the CERN Telecom Service in exchange
for a new phone. Guess what came with it? All his e-mails and plenty of personal data.
Privacy, anyone?

Indeed, today’'s smartphones clone your personality into the digital world. Like a
personal digital butler, it stores all the e-mails and messages between you and your
family, friends, peers and colleagues; it contains photos and videos of the top moments
of your life; and it holds your favourite music, movies and zillions of other bits of
personal information stored in the apps of your choice (like GPS information on your
jogging routes, a vault of your passwords, access to your Facebook or Twitter profiles,
bank access information, and flight and hotel bookings). Your phone might also be
used for making payments in shops.

But what about when your phone becomes obsolete? Physical destruction is of course
the most obvious choice (and we encourage you to have a look at the CERN Data
Destruction Policy). But still, “obsolete” for you does not mean “worthless” for someone
else. Thus, you might wish to pass it on to a colleague or to the CERN Telecom
Service. If it is your personal smartphone, you might give it to your family or friends or
sell it on eBay. But before you do, think twice!
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Remember to wipe your phone beforehand! Reset it to the factory settings, and remove
its SIM card. The CERN Telecom Service provides details on how to do this with all
major CERN phone brands. Also note that there is a possibility to wipe your mobile
phone remotely if it gets lost or stolen. It's even better if you always protect your
smartphone against unauthorised access by locking it with a PIN code or swiping
pattern. And while you're at it: what about your laptop(s)?

One photo to rule your phone (2012)
http://cdsweb.cern.ch/journal/CERNBulletin/2012/41/News%20Articles/1482415%In=e
n

Have you ever seen those black-wide squares (picture below) called “Quick Response
Codes™? Such QR tags are the two-dimensional forms of EAN codes (International
Article Number, the black-white bars scanned at Migros’ check-outs) encoding a web
address. Scanning those codes with your smart phone can lead you to a webpage,
send an SMS or an e-mail depending on the contents of the tag. Beautiful, isn’'t it? But
wait. Can you trust that QR tag? What if the QR tag leads to something malicious? Just
to add more fun, we have recently heard about a vulnerability for Android devices prior
to version 4.1.1 on its so-called “USSD code handling”.

The USSD code allows a phone to be reset or a SIM card to be blocked. Combined
with clicking on a malicious link or tagging a malicious QR tag, this is a lethal
combination that can convert your phone into a useless brick.

In the past, we've suggested to “Stop - Think - Click!” before browsing webpages,
clicking on strange links or opening email attachments. In this respect, QR tags are not
very different from web-links provided by URL shortening services like “bit.ly” or
“tinyurl.com” 1. You are blind to where those links lead you to. Thus, using a QR tag
might compromise your mobile phone like a bad link might infect your PC. So beware!
Just as you should take care what links you click, only tag QRs from sources you trust!
Take advantage of your mobile’s preview feature to understand what the QR tag
contains, and only continue when you are comfortable (click here to learn how to do
this for URL shortening services). Many mobile phones provide you with a pop-up
window with the QR tag’s content which you have to approve.

In fact, this is where the aforementioned Android vulnerability comes in... Please test
whether you are affected at this site. A confirmation window should pop up if all is fine
and you should just click on “Cancel”. Otherwise, your "IMEI" code will be displayed
immediately: your Android phone is affected. We recommend you update to version
4.1.1, if possible, or STOP - THINK - CLICK.

1 If you would like to shorten a CERN URL, check out IT's newest service. Take a look!
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Smartphone lost — Privacy gone (2012)
http://cdsweb.cern.ch/journal/CERNBulletin/2012/26/News%20Articles/1456530?In=e
n

Who doesn't own an iPhone, Android or Blackberry mobile phone today? Lucky you if
you don’t! In previous issues (Issue 06/07, 2012 and Issue 32/33/34, 2011) we have
pointed out their lack of security. But what happens if you lose your smartphone or it
gets stolen?

Today, a smartphone clones your personality into the digital world. Your phone
archives all your emails and messaging communications with your family, friends,
peers and colleagues; contains photos and videos of the top moments of your life;
holds your favourite music and movies and zillions of other bits of personal information
stored in the apps of your choice (like GPS information of your jogging paths, a vault
of your passwords, access to your Facebook or Twitter profiles, bank access
information, flight and hotel bookings). In the future, your phone might also be used for
making payments in shops.

Have you ever thought of how you would feel if you lost your smartphone or it got
stolen? Naked? As |now know everything about your friends and your secrets.
Ashamed? When | make your private photos public. Embarrassed? As | scoff at your
weird taste in music. Helpless? Once | use your SIM card to call my friends in Australia.

There is no silver bullet for mitigation. The most easy prevention is of course disabling
unused features and refraining from storing too much information on your smartphone.
Back up its contents regularly and purge unnecessary data and photos. Also reduce
the retention depth of your local mail box so that older mails get purged automatically.
Note that there is a possibility to wipe your mobile phone remotely if it gets lost or
stolen?. Finally protect your mobile phone against unauthorised access by locking it
with a PIN code or swiping pattern.

And while you are at it: What about your laptop(s)?

When the “Lion” eats your data (2012)
http://cdsweb.cern.ch/journal/CERNBulletin/2012/35/News%20Articles/1473672?In=e
n

Welcome to “Mountain Lion” - Apple’s most recent operating system for Macs. More
than 200 new and useful functions come with this version2. But hold on! New and

1 The CERN Mail Service provides a possibility to wipe your phone remotely. The option is available
from the CERN webmail interface and you can get more information here. Note that on recent
smartphone devices (iPhone, Android, etc) the “wiping process” can remove all data (pictures, music,
applications etc) and restore factory settings.

2 This new version is available on CERN DFS.
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useful? With this Lion comes the full integration into Apple’s “iCloud”, the same iCloud
already used for iPhones and iPads.

While iCloud might be pretty smart if you want to synchronize or back up all your data,
it is a black hole for privacy and confidential documents. iCloud not only synchronizes
your photos, music and videos, but also your e-mails, calendar entries, passwords (in
encrypted form) and fully backs up your device. With “Mountain Lion” even your
Microsoft Word documents locally stored on your Mac might be pushed over to the
Apple computer centres. It is still unclear what Apple intends to do with these masses
of data. Of course they don't just do it because they are kind people. They have a
business to run and money to earn. So maybe they will follow the Google/Facebook
route and profile you and analyse your activities...

And this is where the problem starts. If you enable iCloud on your Mac (or
iPhone/iPad), sensitive CERN information might leak out of the Organization. This
could have serious consequences as external providers do not necessarily guarantee
the same level of data privacy as that provided by CERN, as they are subject to
national legislations which are less protective. Furthermore, once CERN documents
are transferred, there are implications for CERN's privileges and immunities as an
intergovernmental organisation. We have just lost control over our sensitive assets...

Of course, this is not a Mac-only issue. If you forward your CERN e-mails to any
external mail provider like Gmail.com and, thus, “let your mail leak” or if you “send your
data into the cloud and make it... vaporize” at Dropbox or Rapidshare, for example,
proper protection of this data can no longer be guaranteed. Worse, this cannot be
reversed: once the documents are out of CERN, they are totally beyond control. Just
recently, Dropbox lost a list of e-mail addresses of some its customers to an attacker.

Therefore, think twice if you enable “iCloud” on your Mac, iPhone or iPad, or use
Dropbox, Gmail & co. For professional data, remember that CERN is also a cloud
service provider. Your CERN mailbox is available, too, over the Internet, along with
your files stored on DFS or AFS. Remote log-in is possible through the LXPLUS cluster
or the CERN Windows terminal service. So why not use a service which you can trust?
Check the different means to connect to CERN over the Internet here.

If you have any questions, suggestions or comments, please contact the Computer
Security Team or visit our website.

Is your Android running a temperature? (2012)
http://cdsweb.cern.ch/journal/CERNBulletin/2012/06/News%20Articles/1421243%?In=e
n

You might have heard about Botnets, i.e. networks of infected (Windows) computers
which are unwittingly under control by a malicious party. Public examples of botnets-
in-action are attacks against the FBI, the U.S. Department of Justice, or against
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Universal and Warner Music as a retaliation for the shutdown of Megaupload.com. But
have you ever heard of a Botnet made of Android phones?

Some apps available from your favorite app store are malicious and try to steal your
private data once installed or auto-dial expensive premium phone numbers.

Unfortunately, the open model for Android apps employs neither quality control nor an
approval process. Several Android apps, e.g. wallpaper apps and sound clips, have
already been identified as being malicious. Symantec recently reported at least 13
different malicious apps which are suspected to span up a Botnet of thousands of
mobile phone. If you run apps from “iApps7 Inc.” (e.g. “Counter Elite Force” or “Heart
Live Wallpaper”), from “Ogre Games” (e.g. “Balloon Game”, “Deal & Be Millionaire”, or
“Wild Man”), or from “redmicapps”, then beware as your phone might have been
compromised.

For further details and mitigations, please check the corresponding advice from
Symantec. iPhones, iPads etc. are less affected since Apple tightly controls their app
store. But the risk remains high for those who have jail-broken their iOS devices.
Generally, be aware that mobile phones must be protected like normal computers:
keep your system up-to-date, enable the regular automatic installation of
updates/patches, and do not install untrusted software from untrusted sources. Check
out our guidelines for protecting you PC here. There is lots which can be directly
applied to your mobile phone, too.

IPhones, Androids, and history repeating (2011)
http://cdsweb.cern.ch/journal/CERNBulletin/2011/32/News%20Articles/1372599%In=e
n

Remember when everyone was bashing Bill Gates because his operating system was
insecure and a primary target for malicious software? While Microsoft has (tried to)
improved on this, the IT world keeps on turning and the new target is your mobile
phone. The Android and iPhone market is still growing. Can you live without your
mobile phone today? Probably not. Mobile phones have become part of our identity.

They are with us all the time and record every step we take (see the iPhoneTracker
application). Do you worry that your iPhone sends a unique token to every app
company who wants to pin-point you and your activity? 15 years ago there was a
rebellion and legal measures against Intel's Pentium Il/lll unique serial number
intended to do the same (see this CNN article). Also, think about how much confidential
or sensitive stuff you already store on your phone (e.g. your mail, music, photos, and
credentials). In the future, you might even be able to pay with your phone - initial plans
have already surfaced from all major Internet companies. This will make your mobile
phone an even more valuable target for attackers - cyber attackers or just old-
fashioned thieves!
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We don’t want to “cry wolf” here, but you should be aware that the shiny world of
iPhones and Androids has a dark side, too. Thus, beware! Some apps available from
your favourite app store are malicious and try to steal your private data once installed
or auto-dial expensive phone numbers. Unfortunately, the open model for Android
apps employs neither quality control nor an approval process. Several Android apps,
e.g. wallpaper apps or sound clips, have already been identified as being malicious.
For the iPhone, things look a bit better since Apple tightly controls their app store. But
the risk remains high for those who have “unlocked” their iPhone.

Finally, if you want to roam around incognito, switch off the geo-localization services
on your mobile phone, and recall that a unique token might still identify you to your app
company. Use common sense before installing a new app or sound clip. Check what
permissions the application asks for. If you just want, for example, a compass and it
asks for your address book and Internet connection, don't install the app. If in doubt,
don'tinstall. In order to protect your mobile phone against theft, lock it with a PIN code,
back it up regularly, and familiarize yourself with ways to wipe your mobile phone
remotely if it gets lost or stolen’.

Send your data into the cloud and make it...
vaporize (2011)

http://cdsweb.cern.ch/journal/CERNBulletin/2011/39/News%20Articles/1383877?In=e
n

“Cloud computing” --- the term is as nebulous as real clouds.

Basically, it means storing data somewhere on the Internet. This certainly has
advantages, since this data will be available anytime from anywhere. For example, the
Google mailbox is available from everywhere; “Dropbox” provides a central storage for
any type of files; “ZAPR” and “TeamViewer”, once installed, allow you to share your
local files by just sending around links, or give third parties full remote access to your
PC, respectively. In addition, there is a growing number of cloud synchronisation
services (e.g. “iCloud’/”"MobileMe”, “Firefox Sync”, “Dropbox”) which provide (semi-
)automatic back-ups of all local files of a laptop, PC or mobile phone.

But hold on. What actually is transferred into the cloud? Personal files like bank
statements? Passwords, especially CERN passwords, too? “Back up” usually
encompasses everything, including those passwords and bank statements.
Furthermore, is this data properly protected? The actual degree of security provided
by a cloud services is often extremely difficult for random users to find. Just recently,
“Dropbox” confirmed that “a programmer's error caused a temporary security breach

1 The CERN Mail Service provides a possibility to remotely wipe your phone's Inbox: Log into CERN
webmail (http://cern.ch/owa), select "Options" and "See All Options" and click then on "phone". The
"Wipe Device" option can then be used to clear all Exchange information.
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that allowed any password to be used to access any user account” and, thus, any
user’s data. There the passwords and the bank statements vaporize...

Thus, be careful when using cloud services. Make sure that you do not leak sensitive
or personal files to those services. In particular, avoid installing programs on your PC
which synchronize with cloud storages (like the “Dropbox” plugin), or, worse, open up
your computer for remote access from anywhere (like “TeamViewer”). Do not use peer-
to-peer applications that export the contents of certain local folders onto the Internet.
Finally, do not register your CERN account and password with external cloud services
(e.g. Google mail). You have committed to protect your CERN password against
disclosure...

Also recall that CERN is a cloud service provider, too. Your CERN mailbox is available,
too, from the Internet as well as your files stored on DFS or on AFS. Remote log-in is
possible through the LXPLUS cluster or the CERN Windows terminal service. So why
not use a service which you can trust? Check the different means to connect to CERN
from the Internet here.
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CERN'’s new first line of defence (2020)

https://home.cern/news/news/computing/computer-security-cerns-new-first-line-
defence

Christmas has come early this year for the Computer Security team and the
Communication and Network group (IT-CS) in the form of hardware for a new outer
perimeter firewall. This next-generation firewall is intended to boost performance and
bandwidth as well as being a sophisticated means to better identify and protect against
cyberattacks.

G773-E-FPAT78-2 PA-7080

CERN'’s new outer perimeter firewall. (Image: CERN)

CERN'’s outer perimeter firewall is the first line of defence protecting the Organization
from any malicious or otherwise unwanted network traffic entering its general-purpose
network. The firewall exposes to the internet selected computing services that need to
be accessible from outside CERN, controls internet traffic from and to all user devices,
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